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HHS OIG

• Mission:  Protect the integrity 
HHS programs as well as the 
health and welfare of program 
beneficiaries

• Fight fraud, waste, abuse in over 
100 HHS programs 

• Largest Inspector General’s office 
in Federal Government

• Office of Investigations performs 
criminal, civil and administrative 
enforcement



HHS/OIG Components

• Office of Evaluations & Inspections: 
– Conducts and publishes studies on various vulnerabilities in Medicare/Medicaid.  Reports on 

OIG website with recommendations. Several drug related reports.

• Office of Audit: 
– Conducts independent audits of HHS programs/grantees.  Also create reports and make 

recommendations.

• Office of Council to IG: 
– Provides legal counsel to IG and other components.  Performs civil monetary penalties, 

provider self disclosures, collaborates with DOJ on national cases, provide advisory opinions to 
industry.

• Office of Management and Policy:  
– Provides mission and administrative support to the OIG.  Data analytic unit.

• Office of Investigations:  
– Law enforcement arm of OIG.  Traditional law enforcement techniques with contemporary data 

analytic tools to identify trends and targets for investigations and prosecution



2017 OEI Report



Spending for Part D Drugs 2006-2016



Part D Breakdown

• $8.7 B spent on controlled drugs (6%)
• $137 B spent on non-controlled drugs
• Predicted to double by 2023



Drug Jurisdictions

• DEA: Controlled substance laws and regulations of the 
United States

• HHS/OIG: Pharmaceuticals billed to federal healthcare 
program (Medicare, Medicaid), including CS AND Non-CS



Basis for Many Pharmaceutical Frauds Involve 
KICKBACKS

Antikickback Statute - 42 U.S.C. Section 1320a-7b(b)
Statute is violated if person:

1. Knows the law prohibits offering or paying remuneration to generate 
business

2. Engages in prohibited conduct with specific intent to disobey the law



“Drug Company Sales Rep Admits Role in Kickback Scheme Related to 
Fentanyl Spray Prescriptions”

• Indicated for breakthrough cancer pain in patients receiving around the 
clock opioid treatment

• Sublingual  spray fentanyl – 170 prescriptions = $1.2M Medicare Part D
• False Dx
• Sales reps doing prior authorizations in doctor offices w/false & misleading 

information

On the recording, the rep can be heard misrepresenting patient diagnosis so that she could receive one of the most powerful and 
deadly opioids on the market. The motivation? This drug, approved only for cancer patients, costs over $20,000 a month. In Sarah

Fuller’s case, the bill to taxpayers came to more than a quarter-million dollars, since she was disabled and covered by Medicare
Philly Enquirer 9/7/17

Caught on tape: Pharma rep lies to get 
opioid tied to Cherry Hill death

KICKBACKS



Pharmacy Examples

• Pharmacy paid money to physician to write for expensive brand 
medications without regard for medical necessity

• Pharmacy receiving dinners, cash, rebates and discounts from drug 
companies

• Pharmacy hired “marketing firm” to hire recruiters to find patients and 
physicians to write for expensive compounding cream

• Offer physician a percent of insurance reimbursement to write scripts and 
send them to your pharmacy



Common Pharmacy Schemes

• Billed but not dispensed
• Fictitious scripts/name
• Auto refills
• Add-on scripts
• Dispense generic/bill for brand
• Paying patients for scripts
• Payment for referrals 

Other Issues:

• Medical Identity Theft
• Prescription shorting
• Narcotics without prescriptions (backdoor sales)



Red Flags – Pharmacy:

• Dramatic billing spike after a change in ownership

• Very high refill rates (not really dispensed, just filled and re-shelved when patient doesn’t pick 
it up—but claim not reversed)

• Very high billing for brand drugs (dispensing generics but billing for brand)

• Billing data shows zero controlled drugs sold  

• Billing for two antipsychotics per patient at the same time (uncommon in real clinical world)

• Medications billed but not dispensed  

• High utilization; Mental illness 4.1% of population - pharmacy dispensing antipsychotics to 
60% to it’s customers?

Diversion & Fraud



Pharmacy Analysis:

Medicare Part D Reimbursements: $1,984,259 

Referring/Prescribing Physicians:   372

Of the 372 referring physicians noted during the 
period covered:

-The top ten referring physicians (.02% of all 
referring physicians used during the period) 
accounted for 44% of the Rx Medicare billing

-The top 20 accounted for 64%

-The top 30 (.08% of the total referring 
physicians used) accounted for 76% of all 
Medicare reimbursements
- Find out what other entities are 
associated w/these physicians

During the 1.5 year period the pharmacy billed for 
approximately 43,800 Medicare prescriptions

-Only 1,721 prescriptions were for Schedule I-V drugs

-Drugs obtained during Undercover Operations (UCOs) -
Abilify, Zyprexa, Cymbalta, Liboderm, and Namenda -
accounted for significant #’s of prescriptions 

-The two highest referring physicians on the beneficiary 
located on a box of Liboderm previously purchased 
during a UCO, are also among the top 30 highest 
prescribers on the pharmacy list

Diversion & Fraud



Opioid Diversion



Opioid Diversion
Sources of Supply

• Traffickers sourced from Over-prescribers
• Constant link between over-prescribers 

and capped/drug seeking Part D benes



• Beneficiary cases are pursued if Part-D benefit or Medicaid is being used to 
fund drug trafficking – bene case becomes distribution case

Opioid Diversion
Beneficiaries



Diversion Scheme - Seattle to Sacramento:

• Pills Shipped from Sacramento to Seattle
• Cash Deposited in Seattle w/d in Sacramento
• Subject Not a Medicaid or Medicare Bene

Opioid Diversion
Beneficiaries



Surveillance:

• ‘Hand to Hand’ observed with what turned out to be six Medicaid and/or Medicare Benes
• Data shows all six receiving high quantities of Oxy 30mg, all funded by drug benefit

• Taken individually, none of the six 
would probably set of a data analysis 
red flag

• Example of how data is great but not 
the only tool we should be using

• Pharmacy staff observations
• Physician verification
• Trust your eyes & listen

Date Provider 
City Label Name Drug Units Medi-Cal 

Billed Amt
Medi-Cal 
Paid Amt

03/17/2014 STOCKTON
METHADONE HCL 10 MG 

TABLET 105 22.98 18.08

04/15/2014 STOCKTON METHADONE HCL 10 MG  105 23.90 16.27

05/14/2014 STOCKTON
METHADONE HCL 10 MG 

TABLET 105 24.48 14.74

01/08/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 164.38

02/11/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

03/08/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

03/10/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

04/08/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

05/06/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

06/05/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

07/02/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

08/04/2014 STOCKTON OXYCODONE HCL 30 MG  120 437.97 147.94

1 0f 6
benes

Opioid Diversion
Beneficiaries



Opioid Diversion
Beneficiaries



Opioid Diversion
Beneficiaries



Another Example:

Pharmacist tip on forged prescription:

• No Medicare/Medicaid Nexus initially but we look into 
it as part of diversion team

• By the third pharmacy visit, found Medicaid bene 
information being used on the prescription

• After first Month, linked this scheme to two other 
schemes going back at least two years

Opioid Diversion
Organized Groups



Alert Pharmacist results in:

• 19 Physician victims of ID theft & script theft
• 48 Beneficiaries – Medicare, Medicaid, BC/BS, Tricare, CALPERS, Cash
• @24,000 diverted pills, mostly Oxy 30mg IR
• Since the diversion is spread across so many physicians and benes, the data is

not going to show a trend one way or another; required pharmacy 
interviews and surveillance 

Scheme:  Cleaning crews stealing rx pads (and potentially beneficiary information
from multiple occupational health facilities)

Opioid Diversion
Organized Groups



Opioid Diversion
Prescribers
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#Total Pills *WE CARE ABOUT YOUR 
HEALTHCARE!* 
California-licensed M.D. on site! (No 
PA's or RN's!)
Discounts for military, Medi-Cal, 
Medicaid, and veterans!
We offer cannabis photo ID cards for 
your convenience
24 Hour verification
100% confidential
Walk-ins welcome!!
House-calls available*
Adjustable grow limitations*



Opioid Diversion
Prescribers

Over-prescribers:

• Cash for prescriptions
• Rx in exchange for diagnostic testing/medical billing
• No medical necessity 
• Inappropriate patient relationships
• OD of patients
• Identity theft + pharmacy connection



Opioid Diversion
Online



Non-Scheduled Diversion



Why Divert Non-Controlled?

Controlled Drugs: 
– Diverted for recreational use
– $100+B in societal costs

Non-Controlled: 
1. High reimbursement
2. Some diverted to other countries
3. Others mixed into street cocktails with controlled substances; are 

“POTENTIATORS”
4. Dispensed and reintroduced into the marketplace
5. Fraud shift from Part B to Part D – Why?



N0n-CS Drugs are abused, but nowhere near the level to account for the huge dollar 
loss:

Polypharmacy Cocktails:
• Seroquel + caffeine + Vicodin + cannabis (dream machine)
• Concerta + Seroquel
• Intranasal/IV Seroquel (jailhouse heroin, Quell)
• Risperdal + Depakote
• Risperdal after Psilocin (morning glory seed)
• Zyprexa + Benadryl
• Snort 5 Zyprexa + cannabis
• Seroquel  + Zyprexa + Ativan + ETOH + Cocaine

• Drug blogs teach how to abuse/potentiate:

Non-Scheduled Diversion
Recreational Diversion



“I just took 300mg lyrica, 10mg percocet, and 1 floricet. I also have one of those power
energy shots that I’m thinking of taking when I get really tired.  Looking back at all of 
that typed out makes me think it may not have been the best idea ever…I’m going to
have to see where this takes me”

Pharmaceutical Diversion
Non-Scheduled



Organized Criminal Groups:

• Nationally, various ethnic groups have participated in diversion.  Includes former Soviet bloc 
groups in California (Russian, Armenian, and Ukrainian) and Florida (Cuban)

• Multiple participants: nominee (pharmacy) owner, participating physician, co-conspirator 
beneficiary, “capper” or recruiter/handler, money runners, etc. (They can use the same 
infrastructure as Part B Fraud – It is already in place)

• Huge problem with dual-eligible co-conspirator beneficiaries receiving kickbacks for 
participating or selling their card

• Safer for organized groups (not as much LE focus)

Diversion & Fraud



oxycodone concealed in straw 
in binder of folder ($50)

oxycodone concealed in 
cigarettes ($400)

Diversion & Fraud



Non-CS Diverted Drugs transported in plain view - @$15k

Diversion & Fraud



• The same UC buy:
• One month prescription worth of oxycodone concealed in children’s cereal….in a 

bag….under the seat

Diversion & Fraud

• UC target: “If I get caught doing this stuff (oxycodone pills) I will go to prison but 
with these ($15k worth of antipsychotic meds) nobody cares”



Organized Diversion:

• Collection

• Management

• Distribution

Diversion & Fraud



• Low level runners/cappers obtain Rx meds via
– Identity Theft
– Capping Patients
– False/Forged Scripts

• Pills are sent ‘up the chain’ to a manager type

Non-Narcotic Diversion  
Collection



• Prescriptions faxed to dozens of pharmacy throughout SW US
• Real Dr’s; Fake Prescription – but with local phone numbers*

• All scripts faxed from same location and same format; heading 
changed to fit the local phone (dummy numbers)

• All benes contacted denied knowledge

Non-Narcotic Diversion  
Collection



C – CVS
R – Rite Aid
W- Walgreens

Non-Narcotic Diversion  
Collection



Year PDEs Part D
Patient Pay 

Amount

2012 19 $2,273.15 $0.00

2013 382 $40,936.12 $192.74

Totals 401 $43,209.27 $192.74
Suspected Part D Fraud – Single Beneficiary Label Located on Liboderm Box Purchased by UC 

Red Flags - Beneficiary  

Diversion & Fraud



• No ID required
• Small cash copay
• No way to track recipient

Non-Narcotic Diversion  
Collection



• Manager runs a crew of cappers/runners who obtain the 
prescriptions
– “warehouses full” of Medications

• Broker will send the pills to the distributor or make side-
deals to get a bigger cut of profits

• Smart enough to stay away from (in general) scheduled 
narcotics

Non-Narcotic Diversion  
Management



Partial Price List by the Bottle:

Diversion & Fraud

“I can get anything you want just
give me the brand name and how 
much you want”



Package inserts are valuable:

-Offer to ‘buy back’ inserts

-Runners ask for original 
packaging from pharmacy

-High end laser printers to forge 
inserts (inserts are printed with 
proprietary ink)

Red Flag:
-Request original packaging 
and/or original inserts

Non-Narcotic Diversion  
Management



Sham Pharm 
Wholesalers

Diversion 
(Loose 

Pills/Rx’s)

Dirty 
Pharmacy/

Other

Cappers / 
Organized 

Group

Hospitals / 
Pharmacies / 

Legitimate 
Marketplace

Fraud Fraud Legitimate Marketplace

Loose Pills Repackaged 
in Fake Bottles 
& Fake Labels

Fraud & ID Theft

Diversion & Fraud

Money Laundering With Pills Instead of Cash - Acquire drugs at a steep discount & reintroduce 
them into the wholesale market in a manner that obscures the fact the drugs were ever diverted.



Pharmaceutical Fraud
The Scheme



Pharmaceutical Fraud



Questions 
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