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Common Pharmacy Crimes

* Employee Theft

* Burglary

* Robbery




Employee Thett - Case Brief

Nurse at hospital
Dilaudid/Hydromotrphone

Every shift for over 8 months

2-8 vials per shift
58 vials recovered as evidence
Total of 204-822 vials
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Employee Theft - Prevention

Thorough background check
Change in behavior
Drug screens

LLE will be notified of thefts

Camera toward the Narcotics

Employee lockers away from
pharmacy

Restrict handbags, packs, purses
Inventory often

Unique pass codes per employee




Employee Theft

News Report Example



https://youtu.be/wOPhAMEKLec

Pharmacy Burglary

* Uncommon in WY

® Burglary video

* Increased potential with current

drug trends



https://youtu.be/AQcWg9KKtMk

Pharmacy Robbery
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Pharmacy Robbery
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| Ranking with net change form 2015*
® Current drug trends - higher potential N iy
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* Uncommon in WY




Don’t Be a Target

* Take preventative measures
* Be aware of surrounding

® Report suspicious behavior
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Prevention Techniques

Time release safes with signs

Height markers at doors

Advertise your security

Numerous security signs

Good lighting inside/outside and during day/night
Visible camera systems and security measures

Monitor showing the camera feed




Prevention Techniques

GPS tracker bottles

Maintain a clean facility - Fingerprint/ DNA
Limit stock of commonly diverted drugs
And keep them out of sight from counter
Security gates at doors and windows

Limit employee access to Narcotics

Hidden and convenient panic button




Prevention Techniques

® Security assessment by your local LE agency

* Be a good witness

=Y/ 5= Search ID_ mban2394
“Fn‘th robbery this week. That’s not a
security camera - a local TV news
station installed it to save time.”




Pharmacy Security Checklist

www.rxpatrol.com/pdf/A7957-draft.pdf



www.rxpatrol.com/pdf/A7957-draft.pdf
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Pharmacy Security =vmoor
ave  Checklist

ALARMS

PHYSICAL BARRIERS

Features

Central Station or Local

| Battery Back-Up || Cetl Phone

[Csuent [ = J Audibie

LI Visual (Flashing Lights)

[ supervised [Cunsupervised

Alarmed Areas

[ooors [Iwindows

[skylights [Cinterior & High Security
Sensor Types

[CIMagnetic Door Contacts Cmotion
[_] Glass Break [CIvibeation [Jouress
[ -map” siarm [Jrire

[Jwireless or Hard Wirea Sensors
PHYSICAL DESIGN

O Lighting-Mation sensitive lighting (exterior)
[ Reintorcea doorsmindows in pharmacy area
[JRx area viewable by other store employes's

LJCOH"DIIM substances concealed from
Customars view

[[]Heignt reterencetape near entrance and
counter

L intenior ighting

LOCKS AND LOCKING DEVICES
L Uimited issuance of keys

[J-Do Net Duplicate” on keys
|_IKeys numberea

L Steel window curtains

[ steel door curtains

Ll Pnarmacy department doors
[ Bariers to prevent “jump over”
| interior sate (high risk areas)

[ Boliaras (concrete/steel posts embedded
in the ground outside premises)

ccTv

[ visible monitor at entry

[ signs (recoraed/monitored oft site)
f: Drive-thru window cameara

[ Higden camera at customer face level

[ Reguiar (weekly) audit and maintenance
of cameras and recordings

Camera features

LI Color or black and white

[C] Field of view of camera is adequate
L Variabie focal lens

I Low levet light camera (auto iris)
Recording

EDlgdal vs. VHS recording

L_| Frames per second (10 or more)
[ Retention of recordings

L Regular replacement of tape

[ Recorder hidden and secured

www.rxpatrol.org

L_Dummy VHS with tape

Cpreserve original recordings for Law
Enforcement

) Datermime stamped on video
[J"Watermark™ on video
[J continuous vs. Event/Alarm

ROBBERY BURGLARY FRAUD

Robbery
[ pevelop policy and procedure for robbery

[[] - Reguiar training and rehearsal for
robberies

* Assign tasks to personnel and train

* Invoive local police to leam what they
recommend

(] Potice/Sherift emeargency number (911)
L Protect cnime scene/evidence
[_]po net disturb scane

L Have/Obtain form for suspect description
form on premises

LI Know response time of law enforcement to
robbery and burglary

Burglary

O Preparation for forensic evidence recovery

L] Routinely wipe down counter (fingerprint
recovery)

[CJciean and wipe down fire exit break bar
(fingerprint recovery)

[Jcardboard or paper placed on floor by rear/

side or fire exit priof lo closing (shoe print
recovery)

L _iMark scheduled CS bottles with store ID on
bottom (identifies bottle as coming from a
particular store)

O Develop closing process

Fraud

[ Regutar training and rehearsal for forged!/
altered prescriptions and phone call-ins
invoive local police to leam what they
recommenc

|l Develop policy and procedure for fraud
[ catier 1D on telephone
[[] Details as to conversation with “prescriber”

[Jevidence bags avattable 1o protect forged
and aftered prescripions until police arrive

D Do not write on prescription unless directed
to by law enforcement

MISCELLANEOUS

Review process
[Jorgenng

O Recaiving

[ stoning

[_l Retumns

Internal controis to restrict access lo
controlled substances by other employees

[[]*Repair” personnel ftsiephone, computer
electrical, 8tc ) view and record ID of
persons entering area

L “Relief* Pharmacist - Verify

[ Reguar icense status verification

| Law enforcement and insurance carrier
review of premises

Adjoining tenants

[ watks ana ceilings
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http:olpren.es
http:www.rxp~trot.org
http:curta.ns

What To Do During a Robbery

* Comply with demands
* Be a good witness - observations of the robber/s

* Keep note if possible




Become a Good Witness

Race

Sex
Height
Weight
Hair
Piercings

Clothing

Scars

Marks

Tattoos
Emblems

Facial Hair
Dominate Hand
Hat




Monkey Business

Final Test



https://youtu.be/IGQmdoK_ZfY

Contact Information

DEA TDS Cheyenne RO
307-778-1500
Supervisor - GS Scott Oliver

TDS TFO Jason Riddle
Casper, WY
307-262-1357
Phillip.j.riddle@usdoj.gov



mailto:Phillip.j.riddle@usdoj.gov
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