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Common Pharmacy Crimes 

• Employee Theft 

• Burglary 

• Robbery 



  

  
 

   
  

   
 

Employee Theft - Case Brief 

• Nurse at hospital 
• Dilaudid/Hydromorphone 
• Every shift for over 8 months 
• 2-8 vials per shift 
• 58 vials recovered as evidence 
• Total of 204-822 vials 



  

  
 

 
  

  
 

  
 

   
 

   

Employee Theft - Prevention
 

• Thorough background check 
• Employee lockers away from • Change in behavior pharmacy 

• Drug screens • Restrict handbags, packs, purses 
• LE will be notified of thefts • Inventory often 
• Camera toward the Narcotics • Unique pass codes per employee 



 

   

Employee Theft
 

News Report Example
 

https://youtu.be/wOPhAMEKLec


 

 
 

  
 

Pharmacy Burglary 

•	 Uncommon in WY 
•	 Burglary video 
•	 Increased potential with current 

drug trends 

https://youtu.be/AQcWg9KKtMk


 Pharmacy Robbery
 



 

 
   

 

Pharmacy Robbery 

• Uncommon in WY 
• Current drug trends - higher potential 



 

  
  

  
 

Don’t Be a Target 

• Take preventative measures 
• Be aware of surrounding 
• Report suspicious behavior 



 

   
   

  
  

   
    

   

Prevention Techniques 

• Time release safes with signs 
• Height markers at doors 
• Advertise your security 
• Numerous security signs 
• Good lighting inside/outside and during day/night 
• Visible camera systems and security measures 
• Monitor showing the camera feed 



 

  
    

    
    

   
     

  

Prevention Techniques 

• GPS tracker bottles 
• Maintain a clean facility - Fingerprint/DNA 
• Limit stock of commonly diverted drugs 
• And keep them out of sight from counter 
• Security gates at doors and windows 
• Limit employee access to Narcotics 
• Hidden and convenient panic button 



 

   
   

Prevention Techniques 

• Security assessment by your local LE agency 
• Be a good witness 



 

 

Pharmacy Security Checklist
 

www.rxpatrol.com/pdf/A7957-draft.pdf
 

www.rxpatrol.com/pdf/A7957-draft.pdf


Pharmacy Security SYJIIDDI 
Checklist 

ALARMS 

FMtu,.. 

Ctt!JI/ S!lpon or L9!ill 

Us-ry Back.up Uc.t~Pllone 

Os-.. 0Au<~tJ~e 
U VIsual (FWiwlg Ughbl 

O supeMSed 0 UnsupeMSed 
Alarmed...,... 
0 0oors o 
0 Sk)1igtiiS olrtenor & High Secunty 

S.naor~ 

0 Magnetoc: Door Con1XIS 0 MOIJon 
0Giess~k O voatlon 0 Duress 
0 Ttlp' Alliin 0 Firl 

Ow-or Hard WVIICIS«lsora 

PHYSICAL DliSION 

0 l.lg/U9 Mallon .-wellgtlWJg (exleOOf) 

0 fle(f110n:ed cloorSiiWldOWs In p11atmacy area 
0 Rx .,..-byOCher Slore ~ s 

0 Conlroled suosanc:.s ooncealed lrom 
customers..

0 Heoghl rellrence,upe near~ and 
counl8t 

u llllanOf llgi'Uig 

LOCKS AHD LOCKING DliVICU 

UUmltac~ auuance 01 keys 

0 'DoNot Ouplocale' on keys 

U~oombefed 

PHYSICAL BAJIAI(AS 

L s:ee1 W1ndCW curta.ns 

c steel dOorcut~~,. 

L l'llalmaGy 08pat1menl dOorl 

C llamef$ 10 preven~ JUmp over 
L 1ntenot sale {high riSk lieU) 

C Boilaltls (concrete/steel po6ts embe<ldtO 
onlhe ground outside p<emoaes) 

CCTV 

0 Visible monitor 81 ercry 

0 SI!JlS (recofded,monlfOfed o " ~~~~ 
0 DllvoH!Vu 'Mndow catnell 

CHidden camera 11 customer,_I8Ytl 

C RegUlar (WMkJy) IIJdn and ~• 
ofcameras and reoordlngs 

C.mere IHIU,.. 

l.JColor ()( black and Whl:e 

C Aekl OIVWIN Of cem«1 IS aclequate 

l.Jllanable local lens 

C Lowlewlllghtcamera (IUIO Ills) 

Reconllng 

C lllglal vs. VHS ,..;oroong 
L Frames pet seoond 110 ot more) 

C Rewrwlon 01 rec:ortMgS 

L Regulat rep1aca1w11 ot 11pe 

0 Recorder lwlden end seand 

www.rxp~trot.org 

CCTV'RKonliftl~ 

Uo..rmy VHS "'""•

0 Presetve OllgNI reconllngs IOf Law 


Enlon:emert 


0 Da:emne ~on video 

0 "WIIIeri!W1c' on WIIO 

0 Contruousvs Ewn!.Aialm 

A0881iAY!BUACLAJIY/TAAUD 

Robbery 

0 Develop poky and proceclJre IOf robbery 

0 · Regular tranng and r.,__. IOf 

• Nslgn -laSl<s 10 penonnet and IIUl 

• lrwollle local polleeto learn v.Nt they 
recommend 

0 Pollce!Shen!l...,.,gency numllel (911) 

U PrOiect aune scene '8111C11n!» 

0 Do not dlSILib scene 
U Have.'Oilla1n 101m lOt IUsp8d desCtlptJon 

tonnonpremisea 

UKnOw response bme ollawentoteement 10 
robbery and blrgiaty 

Bu'lJiary 

0 Prepat11101'1 fOf IOfensac ew1ence I8COYef)' 

U Rowlely W'P8 down counter (lnge<pfWl 
recovery) 

O oean and "'"98 down Ire ex11 break bel 
Cl'ngerpnrt I800Y8Iy) 

O C8RIIloan:t or peper ~on noor by r..; 
SICie ot Ire eJOt priOr 10 e101t1g (shOe pnnt 
I800Y8Iy) 

U Mart< scheduilcl CS boiUII Wllh SIOfeiDon 
boc1om (idenll6es bOille u OOIIWlll 11om • 
pattoc:ulw sun) 

0 Oev'8lop dosing procea 

FI"IIUd 

0 ~ar lranng and r~ IOf IOfgedl 
~pr~ and phonecakls 
lrNoiYe local police to team wl'8! 1hey 
recommend 

u Dewlop policy and proc:e<1Jre IOf fraud 

0 c.tler 10 on telephone 

0 08Uila IS 10~Wlth 'prescl't)er' 

0 E~ bags ava.lalll8 10 prOiedlolged 
end all8nld P'~ Ifill pollee anlve 

0 Do not write on pr8SC(ipiiOnunless clotected 
to by law enlorcement 

MISCiil.LANIOOUS 

Awlewpn>ceN 

Ooroemg 
0 Rec.Mng 
Q Stonng 
0 Retums 
Imerna! c:ontrols to restrlel KeeN to 
con!tolt.d substanc.. by otMt employHs 

0 'Repa,. pe<somel (lelepllone. compute< 
eleclncal. e!C.) -and reoon!IO 01 
perwns ercemgllH 

U ·Aellef· Pharmacist- Venly 

0 RegiNt license SlalusYWlllcatlon 

U Law "'*'<cement and nsurance came< 
-olpren.es 

AdJoining lenant:a 

Owaanc1~ 

----...a---..
----.-.d--------....
---o..v----~ 

http:olpren.es
http:www.rxp~trot.org
http:curta.ns


 

  
      

  

What To Do During a Robbery 

• Comply with demands 
• Be a good witness - observations of the robber/s 
• Keep note if possible 



   

   
   

 
 
 

 
 
 

 
 

 
 

 
 

 

Become a Good Witness 

• Race • Scars 
• Marks 

• Sex • Tattoos 
• Height • Emblems 
• Weight • Facial Hair 
• Hair • Dominate Hand 
• Piercings • Hat 
• Clothing 



 

  

Monkey Business
 

Final Test
 

https://youtu.be/IGQmdoK_ZfY


 

 
 

   
 

  
 
 

 

Contact Information
 

DEA TDS Cheyenne RO
 

307-778-1500
 

Supervisor - GS Scott Oliver
 

TDS TFO Jason Riddle
 

Casper, WY
 

307-262-1357
 

Phillip.j.riddle@usdoj.gov
 

mailto:Phillip.j.riddle@usdoj.gov
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