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Presenter
Presentation Notes
My name is Nancy Hall. 

I am one of the pharmacy investigators and inspectors in Illinois.

Contrary to popular belief my role is not to come to your pharmacy and dig until I find a problem. It is to ensure public health through monitoring of pharmacy's compliance, responding to and investigating customer complaints and providing licensees with education and guidance.



 To raise awareness of the impact and types of 
drug diversion in pharmacies 

 To provide pharmacies approaches to identify 
possible drug diversion 

 To improve methods of pharmacy security 

 To introduce updated Illinois Pharmacy 
Administrative Rules 

 To provide informative resources 

 

Presenter
Presentation Notes
My obsituation jectives today are to raise awareness of drug diversion within pharmacy practices and I will be focusing more on the with internal diversion.  

I will be providing ideas for you to take back to your pharmacies that may help tighten your security and reduce risks for diversion.

I’m introducing our newly updated Illinois Administrative Rules

And I’m providing you some tips on accessing good information from our online websites.  These are often questions I am asked.



Who ? 
What ? 

Where ? 
How ? 

Presenter
Presentation Notes
Drug Diversion within pharmacies is often an internal issue.  

It is not always the unknown robber or burglar, but the pharmacy employee.  

In pharmacy school I was taught up to 10 % of pharmacists may have issues with drug addiction.  

But the issues I see as a pharmacy investigator go beyond addiction issues, to include criminal drug dealing.  There is money to be made and it is enticing.



Presenter
Presentation Notes
Here are just a few examples of published incidents involving drug diversion with regard to pharmacists and pharmacy technicians licensed and practicing in Illinois.  

All these involved individuals have since pled guilty or been found guilty in state and federal courts.

Findings have been varied and include:

Insurance Fraud
Possession of controlled Substances
Intent to deliver controlled substances
Obstructing justice
Destroying evidence



Presenter
Presentation Notes
My Department publishes a monthly discipline report regarding disciplinary actions taken against the licenses of pharmacists and pharmacy technicians.  

This is an example from March 2013 and you can see those highlighted reflect licensees that were involved with drug diversion of controlled substances.



Who ? 
 Internal Diversion 

• Pharmacy Technicians 
• Pharmacists 
• Ancillary Employees and Colleagues 
• Employee Family and Friends 
• Young and Old 
• Spans All Career Milestones 

Presenter
Presentation Notes
Drug Diversion in pharmacy occurs with everyone.  

I’ve seen cases involving all these groups.

(Read list from slide)



What ? 
• Narcotics  
 Hydrocodone/apap, phenergan/cod, apap/cod, fentanyl, 

morphine, Cheratussin/cod 

• Benzos 
 Alprazolam, clonazepam 

• Stimulants 
 Phentermine, ADHD meds 

• Steroids 
 Testosterone, clomid, HGH 
Etc…….. 
 

Presenter
Presentation Notes
I’ve listed a few of the commonly targeted drugs. But it can be any. 

Since hydrocodone was listed as a CII last October , we are now seeing an uptick in the diversion of Phenergan with codeine.

Also when in the past hydrocodone may have been taken directly off the shelf and into a pocket, or sock, or underwear or into a purse or backpack; Now it may be more from fraudulent prescriptions or skimmed while counting.



Where ? 
 
• Retail and Community Pharmacies 
• Hospitals 
• Long Term Care Pharmacies 
• Corporate Owned and Independent 
• Wholesale Drug Distributors 
• No Pharmacy is Immune 

Presenter
Presentation Notes
No pharmacy is immune from drug diversion.  

I’ve had case investigations involving each of these practice sights.  It is upsetting to people when they find their friend since grade school was stealing from them, or the person they trusted for years to handle all their drug purchases and inventories, was buying extra for themselves. 

In hospital pharmacies it’s the responsibility of the PIC to ensure safe use and security of drugs throughout the hospital, so if drugs are missing from the floors and dispensing machines, that is the oversight of pharmacy too.



How ?  
• Fraudulent and Forged Prescriptions 
• Adding Refills 
• Inventory Manipulation 
• Hiding Drugs on Person, or in Possessions 
• Access to Expired Meds 
• Access to Return to Stock Meds 
• The Highly Motivated are Inventive and 

Opportunistic 
 

Presenter
Presentation Notes
New Ideas are dreamed up every day.  

And some people just think they are dreaming up new ideas, and they are caught right away.

(Read List from slide)



Presenter
Presentation Notes
And the voice from the TV announcer asks:  Ask your doctor if taking a pill to solve all your problems is right for you.



Presenter
Presentation Notes
What can we do as pharmacy professionals to identify drug diversion and opportunities for drug diversion.  

Awareness is a start.  

We as pharmacists are constantly busy in our working days, but even incorporating a little awareness into our procedures and activities can  reduce drug diversion.



Know who you hire 
• Basic county court information is available to the 

public on many websites. E.g.www.judici.com 
• Often techs are caught within early months of 

being licensed 
Be aware of behavior changes in long 

term employees.  
• Influences of parents, spouses, the new 

boyfriend. 
Cameras and camera placement 

 
 
 

Presenter
Presentation Notes
Take a look at who you hire.  My Department does not perform background investigations of licensees. We ask applicants to provide history of convictions on their applications and sign to the truthfulness, but some people lie. This doesn’t mean you have hire a full background investigation, but there are more and more circuit clerk and county websites that publish years of police activity records online.  

I’ve seen many instances of the new boyfriend influencing your young tech to steal drugs for them.  But I’ve also seen it with mothers and children.

Using security cameras is one of the most pivotal tools for identifying drug diversion, especially with placement in case of suspicion of drug diversion.  At the least try to have a camera on your CS safe and covering dispensing areas.



Drug Inventories vs. drug dispensing 
• Use your reports. Do they make sense 
• Are you ordering in excess of dispensing 

Who has keys to the safe? 
• In Illinois CIIs are required to be locked 

Use available reports 
• Especially CSOS, Pyxis and Omnicell 
• Look at waste records, is it the same person? 

After hours access into the pharmacy 
• Security systems record individual codes 
• Cell phone alert of entry to pharmacy and safe 

 

Presenter
Presentation Notes
Look at what’s reasonable.  Are you ordering lots more drugs that you are dispensing?  We have many reports available, so use them.

Who has keys to the CII safe? In Illinois CIIs are required to be locked in a safe and accessed only during active dispensing.

CSOS has excellent reports that can be quickly searched and utilized when you are reconciling your counts.  I think there could be a college course on the records that can be compiled from Pyxis and Omnicell.  Find the ones that provide you the most valuable information.  

For instance, is it always the same person wasting the fentanyl and morphine on the late night weekend shift, when no one else is around to be aware of the activity.  

Is there a pharmacy worker coming in on off shifts and showing up in unexpected places and times accessing pyxis machines or doing ‘inventory counts’?

After hours access into the pharmacy should be something on your radar.  Some new security systems will send an alert to your cell phone if the pharmacy is entered or safe  or robot is opened.  This would be your employees who have keys to the store.



Role of Consultant NH Pharmacists 
• Their handling of drugs would likely be rare 

Pharmacist ‘floaters’ 
• Pharmacists have spread out their diversion across multiple 

pharmacies 
• Technicians have adjusted counts and entered fraudulent Rxs 

and refills when floaters present because unfamiliar with 
normal routines, MD, patients, etc. 

Bags, large pockets, ‘Big Gulps’, trash 
• It’s dumpster diving after hours 

As Always, Utilize Good Faith Dispensing 
AND use your PMP as a resource. 
• 720 ILCS 570/102.u 

 

Presenter
Presentation Notes
A consultant Nursing Home pharmacist would not be handling drugs very often at all in the nursing homes.  So if you have a pharmacist always ‘helping the staff out’ with the NH drugs….find out why.

There have been instances where pharmacist floaters are dipping into the drugs, a little here and a little there, at multiple stores.  It can go unnoticed.  

Likewise there have been situations where a technician will use the shift with a pharmacist floater to divert drugs because the floater may not readily realize the tech is violating policy.

Then there is the basic opportunity to stash drugs inside pockets, bags, and large opaque beverage glasses.  

Be aware of the tossing of bottles of meds into the trash can, resulting in late night dumpster diving to retrieve the bottles by employees.  Some pharmacies limit handling of trash to clear bags and by managers only.

Then the ultimate.  Keep the definition of Good Faith dispensing fresh on your minds which always helps with both internal and external diversion.
(1) lack of consistency of prescriber-patient 
     relationship, 
        (2) frequency of prescriptions for same drug by one 
     prescriber for large numbers of patients, 
        (3) quantities beyond those normally prescribed, �        (4) unusual dosages (recognizing that there may be 
     clinical circumstances where more or less than the usual dose may be used legitimately), 
        (5) unusual geographic distances between patient, 
     pharmacist and prescriber, 
        (6) consistent prescribing of habit-forming drugs. �




Presenter
Presentation Notes
And the doctor advises his patient:

“Try to focus less on a cure and more on a treatment you can afford”





 Illinois now requires ANNUAL CS 
Inventories 

Establish schedules for interim spot 
check audits on counts of CS 

Store unopened stock bottles of CS (III-V) 
in the CII safe until actively dispensed 

Get a “real” safe for your CIIs 
Strategic camera placement to view CS 
Give each employee with a key to the 

store, an individual security code 
 

Presenter
Presentation Notes
(Read from slide)



Keep CII’s locked up except during 
active dispensing 

CII safe key should not be stored in the 
pharmacy ‘junk drawer’ 

Telepharmacy-Remote Dispensing and 
Remote Consultation 
• All CS are locked 
• Camera placement for full viewing of dispensing 
• Routinely review pharmacy access records 
• May choose to do background investigation of 

employee 
 

Presenter
Presentation Notes
(Read from slide)


Telepharmacies are relatively new in Illinois in the last few years. Two of the most common types are Remote Dispensing where meds are stored and dispensed, and Remote Consultation, where only filled patient specific medications are sold. 

Audio-Visual Links to the home pharmacy are required but they are staffed only by technicians.

The Illinois law has very specific security requirements for these pharmacies and they require extra vigilance by the PICs.



No bags, backpacks, purses in CS 
dispensing and storage areas 

Use two different people for ordering 
and checking in of CS 

Non-pharmacy personnel should not be 
routinely entering the pharmacy or 
‘hanging-out’ 

Lobby for automated dispensing 
machines in hospitals  
• Provide invaluable access and administration 

records 
 

 

Presenter
Presentation Notes
(Read from slide)



Illinois Pharmacy Practice Act and Administrative Rules 
 

Illinois Controlled Substance Act  and Administrative Rules 

Presenter
Presentation Notes
In Illinois we have recently signed and published new versions of the Administrative Rules for both the Pharmacy Practice Act and the Illinois Controlled Substance Acts.  

Effective in Feb and April of this year.  

Please access them and read them.



 JCAR Administrative Code 
 
 Rules for the Administration of the Pharmacy 

Practice Act PART 1330 
 
 Signed into effect on April 23, 2015 

 
 Section 1330.510  Telepharmacy  

• Not new but Illinois does now have some of these 
pharmacies 

 

Presenter
Presentation Notes
I will touch on the basic information here.

The administrative rules are adopted by the Joint Commission on Accreditation Rules (JCAR).  

The rules tend to be written more in plain language than “legalese” and provide requirements to support compliance with the Pharmacy and CS Acts.



 Section 1330.680  Automated Dispensing and Storage Systems 
• d)         An automated dispensing and storage system is authorized for 

use in any licensed hospital, long-term care facility, or hospice 
residence ("facility"). For all nonresident pharmacies, the pharmacist-
in-charge and all pharmacy personnel who provide services while 
physically present at a facility located in Illinois must be licensed in 
Illinois.  

 
 Section 1330.800 Pharmacy Self-Inspection 

• The annual self-inspection shall be conducted during the same 
month each year with documentation maintained in the 
pharmacy for 5 years.  Its an opportunity to identify and correct 
areas of non-compliance.  Includes recordkeeping, inventory, 
labeling and sanitation. 

 

Presenter
Presentation Notes
I’ve included just a couple points here that may be of interest.

Telepharmacy is not new but the full sections for compliance can be found in 1330.510 (And PPA 85/25.15)

Of additional interest, Pyxis-type machines can now be utilized in Long-term Care facilities.



 JCAR Administrative Code 
 

Rules for the Administration of the Illinois 
Controlled Substance Act 
 

77 ILL Adm. Code 3100 
 
Signed into law on February 27, 2015 

• These now correspond to the new IL CSA that 
went into effect on 1/1/12 

Presenter
Presentation Notes
The Illinois controlled substance administrative rules had many updates to bring it into sync with the CS Act.



 Section 3100.310  Security Requirements Generally  
 

• d)         Personal bags of any kind, including but not limited to 
purses, handbags and backpacks, are prohibited in any area 
where controlled substances are handled and/or stored. 

• e)         A basic alarm system that detects unauthorized entry 
into the pharmacy area.  This does not apply to 24-hour 
pharmacies that never close. 

• f)         All pharmacies are required to maintain a key to the 
licensed pharmacy area held by an employee of the pharmacy 
who is a licensed pharmacist or a registered pharmacy 
technician or certified pharmacy technician. 

 

Presenter
Presentation Notes
A few highlights regarding security:

3100.310
Personal bags must be segregated away from controlled substances.

Pharmacies are now required to have an alarm system to detect afterhours unauthorized access.

And keys to the pharmacy are to be only with licensed personnel. 



 Section 3100.360  Record and Inventorying Requirements 
Generally  
• c)         Every licensee shall conduct an annual inventory that includes an 

inventory with an actual count of the inventory on hand for all Schedule II 
Controlled Substances and an approximate inventory for all Schedule III, IV and 
V Controlled Substances.  The inventory shall be maintained for a period of not 
less than 5 years. 
 

• d)         After a loss or theft of controlled substances, a licensee shall conduct an 
approximate count inventory with a start date of the last inventory for the 
controlled substance that was either lost or stolen. 

   
• e)         In every instance that a licensee is required by 21 CFR 1301.76 (April 1, 

2014) to file with the DEA a Report of Theft or Loss of Controlled Substances 
(Form 106), a copy shall be sent to the Division within one business day after 
submission to the DEA, along with the printed name of the person who signed 
the form.  Failure to do so may result in discipline of the licensee. This 
information should be sent to the Drug Compliance Unit of the Division. 

 
 

Presenter
Presentation Notes
Per 3100.360

CS inventories must now be done YEARLY.  And kept for 5 years. This is stricter than Federal requirements for the biennial inventory.  

Be reminded that a running inventory does NOT constitute a CS inventory.  

And the inventory must be dated, timed as to open of business or close of business, and signed by the person who did the inventory.

When a DEA 106 is sent for loss of drugs, a copy of it must also be sent to the IDFPR within 1 day.



 Section 3100.400  Requirement of Prescription for 
Schedule II Controlled Substances 

 a)         A pharmacist may fill a Schedule II controlled substance 
prescription upon a written or electronic prescription that 
conforms with the requirements of Section 311.5 or 312 of the Act, 
respectively, and the requirements of this Part.   

 c)         Changes in a Prescription  
 1)         A pharmacist may not change the following components of 

 a prescription for a Schedule II controlled substance:  
• A)        Date written, or add the date;  
• B)        Name of the patient;  
• C)        Name of the prescriber, or add a signature; and  
• D)        Name of the drug.  

 2)         Any other components of a prescription for a Schedule II 
 controlled substance may be changed after consultation with 
 the prescriber. 

 

Presenter
Presentation Notes
3100.400

This is a popular clarification in Illinois Law

If any allowable changes are made after consultation with the prescriber that information should be clearly documented.



Presenter
Presentation Notes
This Doctor tells his patient:

“You have a lot of boring health issues, so I’m prescribing medical marijuana for myself”



Presenter
Presentation Notes
For this portion I want to give you navigation pointers and resources for information on both our state website and the DEA’s website.



Navigation of the Department of Financial 
and Professional Regulation website 
 

 IDFPR has four Divisions 
• Professional Regulation (Pharmacy) 
• Banking 
• Non-banking Financial Institutions 
• Real Estate 

 
 

Presenter
Presentation Notes
Navigation of IDFPRs website:

IDFPR.com

There are four Divisions with Pharmacy falling under Division of Professional Regulation



Presenter
Presentation Notes
To access pharmacy items go to our home page then click on Professional Regulation on the left.



Presenter
Presentation Notes
Which brings you to the Division Page for Professional Regulation;

From here select a profession, in this case Pharmacy



Presenter
Presentation Notes
Which brings you to the pharmacy page on with you can get important announcements and links to other pertinent information such as updated versions of the ACTS and Rules.



Presenter
Presentation Notes
I’ve enlarge the section at the bottom where you can Also you can access application forms, including Change in PIC

And access all the laws and rules



Presenter
Presentation Notes
This is the DEA homepage.  At deadiversion.usdoj.gov


They have a wealth of helpful information for the pharmacist.



Presenter
Presentation Notes
Of particular note under Resources, you can access the Federal Drug Laws of Title 21 CFR



PHARMACIST MANUAL 
• A manual written in clear language that provides 

details and guidance for compliance 
requirements of Title 21 Code of Federal Regs 

• It includes information such as registration, 
security, inventory, prescription, and order 
requirements 

• Can be downloaded as a pdf or printed  
 

Presenter
Presentation Notes
DEA publishes a very helpful Pharmacist Manual

(read from slide)



• To access the Pharmacists Manual 
 
• Click thru: 

www.deadiversion.usdoj.gov 
  -Publications & Manuals 
   -Manuals 
    -Pharmacist Manual (2010) 

Presenter
Presentation Notes
To access the pharmacists manual Click on the homepage

Then Publications and Manuals

Then Manuals and then

The Pharmacist Manual



DEA Questions & Answers  
 

• A link on the homepage 
• Provides detailed and referenced answers to 

many frequently asked questions. 
 

Presenter
Presentation Notes
Also the have a link on their homepage for FAQs with very detailed answers.



 National Take-Back Initiative 
 Got Drugs? - National Prescription Drug 

Take-Back Day 
 September 26, 2015 
 10AM to 2PM 

 
• The National Prescription Drug Take-Back Day aims to provide a safe, convenient, and 

responsible means of disposing of prescription drugs, while also educating the general 
public about the potential for abuse of medications. 
 

 Please check back on September 1, 2015 to locate collection 
sites near you.  

 
 
 

Presenter
Presentation Notes
Of interest, the next National Take Back Drug Day is Sept 26th



Presenter
Presentation Notes
Thank you for your attention.

I would like to thank the sponsors and DEA for allowing me to present this information to you this afternoon.
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