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Reporting Thefts or Losses

- Must report thefts and significant
losses to the DEA within one business
day upon discovery (1301.76)

- Should report all thefts to the local
law enforcement agency and board of
pharmacy

e Must complete the DEA Form 106



Reporting Thefts or Losses

To report a theft or loss of controlled
substances on-line, visit the DEA’s Office of
Diversion Control website at
www.DEAdiversion.usdoj.gov

The electronic version of the DEA Form
106, Report of Theft or Loss of Controlled
Substances

Complete the form and submit it
electronically
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Registration Number
Toll Free:
1-800-882-8539

Save time by applying for and/or
renewing your DEA Registraticn
cnline. Data will be entered through
g secure connection to the ODWIF
on-line web application system.

Cerilliant Corporation {September
25, 2009}
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Good Medicine,
Bad Behavior.
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Minimum requirements:
Credit Card and a web browser that
supports 128-bit encryption.
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Electronic DEA-106
APPLICATION STRUCTURE

Section |:Authentication and Report
Section 2:Theft/Loss Details

Section 3: Lost/Stolen Product Entry
Page

Section 4: Signature
Section 5:Theft/Loss Summary

Section 6: Controlled Substance
Summary and Certification

Section 7: Submit Report

Section 8: Print

=
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DIVERSION CONTROL PROGRAM g

DEA FORM 106

Report of Thaft or Loss of Controlled Substances
Under Controlled Substance Act of 1970

INSTRUCTIONS for Form DEA-108, Report of Thett or Loss of Contralled

Substances - Revised October 2008
General Instructions
WHATS NEW

Changes to the Controlled Substances
Section. Ths DEA is now reqlunng
regisirants Lo the Mational Orug
Code (MODC) of the controlled subsiances
loal or slolen

Discontinued Flelds. With the
impdemant abion -_;I the MIDC

s I
apscific informalion pertaining Lo |:{c it
losl oF slolen. Inputlng Uhe NDC number
¥ spopulate sl reguire information
d for data collection and repor

Purpose of Form

The DEA-106 ig for reparting ary thefl or
lozs of controlled substances

Do not wse this form if

1. Wou have nod previously registerad
wilh the DEA

2. The thedl or loss You ans repoting is
not of a controlled zubstance; or

3. Vou wanl 10 comecd minor inverlony
shonagss

Additional Information

The online wersion of Form DEA 10€ haz
B sections, Winal ipllpws i3 a descnplion
of each section and the information you
ed o sucoessfully fill out this on-
. Please nole thal all pagas
w‘ere pou are reguired Lo supply

eclion labeled
o page hor
SOU reduerg danifcalon, placs he
r-;_,rsgr n the field and click. Help Lexd will
appear in the Help ssclion

SPECIFIC INSTRUCTIONS

Section 1. Authentication and Repod
Sedaction
o willl bt asked L0 anler your DE
B and your last name oF T
narme you used 1o ragi with
Ine DEA, The nams you supphy miust

:h e ﬁm\- 1he nams on your
. Yiow also will be abde o
choose whelher to file &
amend a repos
Section 2. Th
fou will b azked Lo provide background
information relating to this lozs or thei
incident, such as the date and place
lype (nigiht break-n, srmed robberny, ele.),
and the estimaled value of the conirolled
substances, ele. ReSponsas meay requing
additional information; for example,
indizaling that a police has been filed will
opan new fislds requasting he poboe
depatment?s name and telephone
numiber
Section 3. Confrailed Subsfances
¥ou will b azked Lo provade the Mational

oftend @5 &
e 15 lguid or
e he Lofad
Labiled, entar e

Lpphy 1 name and
s et

thet or loss wil be prezents
confrrmation; changes Lo th orrnation
may be made fou may alzo change
information in the S ignature section
Section 6. Cc
Summan and
Information on the substanceas will be
displayed, and may De changed
Audditionally, you will B réquired 10 anber
the name of the cedifying official who
attests 1o thie validdy of Ui indonmation
included in Lhe repor

Section 7. Submit Raport

Submitting the report will generate an
amendment key Please save the
amendment key in order 1o be able (o
miodiy informalion L @ anline DEA
106 report ir e fulurs
Section 8 Frind

You may send a copy of the DEA-106
orl Lo your local prmter. DEA
regulations spechy Lhal you keep a copy
of thes report for wo years




DRUG THEFT LOSS SYSTEM - Electronic DEA-106

Section I:
Authentication & Report

o U5 Department of Justice == — -
% Drug Enforcement Administration m

DIVERSION CONTROL PROGRAM o=
DEA FORM 106

HELP User Login
Flease enter the Form 106 Login
registrant's DEA number.
The first two characters DEA Number: Il
must he uppercase. )
[Required] Last Name: |
izeneral Instructions. Please do not use your browser's BACK and FORWARD buttons while navigsting this form.

B | o | e |

Drug Theft/Loss Login Screen



DRUGTHEFT LOSS SYSTEM
Electronic DEA-106

=115 Department of Justice B

-Drug-Enforcement Administration :ﬁ

DIVERSION CONTROL PROGRAM “otts

The Login Confirmation Screen

will be displayed, showing the

registrant’s
activity.

name, address, and business

DEA FORM 106

Form 106 Login Confirmation

This is a sample of the login you are nat
confirmation page, with registrant
name and address information

removed.

WASHIMGTON |, DC 20003
PRACTITIONER

, orthe address is notthe one assigend to this DEA number, please DO NOT

PROCEED. Instead, contactthe DEA Call Center at 800-882-8539, or click here to change the address.

Please do not use your browser's BACK and FORWARD buttons while navigating this form.

-Cancel- I Next-> I

= 1J-5 Department of Justice ==
% -Drug Enforcement Administration *

DIVERSION CONTROL PROGRAM

HELP

You may create a new
report or amend an existing
report.

General Instructions.

DEA FORM 106

NEW: It is now possible to enter multiple reports with the same
Date of Loss. In order to do this, select the Add / Amend Report
button below. For privacy and security purposes, you will need the
Amendment Key from a report entered on the same date. When
adding a report for a date with an existing report, please ensure
the new report is really new, and not an amendment to an existing
report.

Hew Report add / Bmend
| = e
Date L’ Beport

New Report will open a blank
report for completion

Cancel will terminate the
application without transmitting any
data

Add/Amend Report will allow
registrants to change data on
previously submitted reports after
verifying user credentials




DRUGTHEFT LOSS SYSTEM
Electronic DEA-106

g LS Department of Justice
% -Drug Enforcement Administration

DIVERSION CONTROL PROGRAM

HELP

Click inside the individual
data fields to get Help for
that field.

General Instructions.

DEA FORM 106

Theft / Loss Details

*Date of Theft | Loss -Month- % | | -Day- %| |-Year- ¥
*Police Report Filed O Yes O No
*Type of Theft | Loss w
* Number of prior incidents Armed Robbery
in the past two years Customer Theft
*Total Purchase Value of Employee Pilferage
Controlled Substances
(reported on this form) Might Break-In
It lost other th Other
ems lost other than

O Yes O No

controlled substances

Identifying Marks, Symbols,
Price Codes{Controlled
Substances only)

DEA Form 222 Numbers
(If Stolen)

New Security Measures

Fields prefixed with * are required.

Please do not use your browser's BACK and FORWARD buttons while navigating this form.

<-Previous I -Cancel - I Next-> i

Section 2:
Theft Loss Details

In this section you will provide
background information relating
to the theft or loss incident
including:

e Date, place, and time
* Type of incident
e Estimated value

Responses to the type of incident
may require additional
information.

Previous - Return to Login Confirmation
page;

Cancel -Terminate the application
without transmitting any data;

Next will proceed with the application



Active Registrants
1,462,283 total

Practitioners B e
1,146,369 4.7 % of
Pharmacies Registrant
68,192 Population

Hospitals/Clinics
15,833

Mid-level Practitioners
Researchers 218,298

Other \
8,619

6,890




2009 - 2012
Nationwide Reported Thefts

Pharmacies . —
41,645 Thefts Hospitals/Clinics
12,265 Thefts
> Distributors
; 5,163 Thefts
Practitioners
2,756 Thefts
Remaining
Business Activities Number of Thefts Reverse Distributors
MANUFACTURER 252 348 Thefts — 1%
NTP 177
RESEARCHER 79
CANINE HANDLER 29 - - Mid-Level Practitioners
ANALYTICAL LAB 18 Remaining Business 333 Thefts — 1%
TEACHING INSTITUTION 15 Activities
0,
EXPORTER 6 578 Thefts — 1%
IMPORTER 2

Source: DTL

Drug Enforcement Administration, Office of Diversion Control, Pharmaceutical Investigations Section, Targeting and Analysis Unit Date Prepared: 02/27/2013



Pharmacy Armed Robberies

Rankings by State

January 1 thru December 31, 2011 (691)

Rank|State | Total|[Rank ] State | Total{| Rank  State | Total | [Rank  State | Total || Rank  State.
1 N 5 12 MD 2 28 MA 12 3 UT 4 45 SD
2 AZ S0 13 WA 21 24 TX 11 35 DE 3 46 WY
3 FL 49 14 OK 18 25 L 8 3 CT 2 4 AK
4 TN 43 15 ME 17 26 MS 8 37 M 2 48 H
5 CA 39 16 N 17 27 MN 7 38 WV 2 49 ND
6 CO 3 17 OH 16 28 MO 7 39 JA 1 50 VI
7 PA 3% 18 OR 15 29 N4 7 40 D 1
5 N 29 19 N 14 30 W 6 41 KS 1
9 KY 27 2 SC 14 3 AR 5 4 NE 1
10 M 24 21 VA 13 32 GA 5 43 NM 1
11 NC 23 2 AL 12 33 LA 4 #4 R 1

Source: DEA Drug Theft & Loss Database as of Sept 17, 2012

O O O O - -

11



Pharmacy Armed Robberies
Rankings by State

January 1thru December 31,2012 (720)

1 \
2 Az
3 OH
I
5 ME
6 CA
7 1IN
8 TX
9 MD
10 MA
11 NY

Source: DEA Drug Theft & Loss Database as of January 9, 2013

Total] |Rank|State| Total] |Rank | State| Total| [Rank|State|Totall |Rank]State
110 12 CO 19 23 MN 10 34 NV 4 45 WY
61 13 SC 18 24 AL 10 3 GA 4 46 DE
43 14 NC 18 25 NH 6 36 MS 3 47  SD
40 15 OK 17 26 LA 6 37 NE 3 48 ID
35 16 KY 16 2 MO 6 38 1A 3 49  HI
34 17 VA 16 280 NM 6 39 KS 2 50 AK
28 18 FL 16 29 WA 6 40 VI 2
25 19 WI 15 30 AR 6 41 Wv 2
25 20 NJ 13 31 OR 5 42 UT 2
23 21 IL 13 32 RI 5 43 PR 2
22 22 M 12 33 CT 4 4  MT 2

O O O O - -

12



Sources of Diversion

Burglaries

Employee Theft -

Armed Robberies

lllegal & Improper Prescribing
Prescription Forgery

Doctor Shopping

In Transit Losses



Healthcare Professionals in
a Hospital setting



Methods of Diversion

Theft (embezzlement) from automated
dispensing systems — PYXIS, Lionville

Substitution or adulteration of medications
Theft of sample medications

Theft of patient medications through
charting manipulations

Self-medication



Embezzlement
PYXIS

Automated dispensing system controlled by unique user
assigned PIN, akin to an ATM and a cash register

User must enter PIN, select patient, and identify
drug being pulled. This enables access to drawer
where drug is kept.

Transactions are recorded electronically

Some drugs require that the nurse document in
PYXIS how drug was used — quantity
administered vs. quantity wasted. This requires a
witness who must enter PIN to verify wastage.




Embezzlement

When drugs are administered to the
patient the nurse must manually document
in patient’s MAR (Medication
Administration Record)

Diversion can be discovered only through
documentation review

PYXIS reports

Physician’s orders

Medication Administration Record (MAR)
Work Schedule



Embezzlement

Shortages on PYXIS report

Nurse withdraws drug for a patient not assigned
to her or removes drug when not assigned to
work

Nurse withdraws drug that is not ordered by
physician or after order was cancelled

Nurse withdraws drug more frequently than what
is prescribed by physician

Nurse fails to document wastage when required
or wastes entire vials of drug

Administration of drug not documented on MAR



PYXIS Reports

e e e R AR L e e

Pyxis MedStation System 2000 3.05.
Station : P-CATHLAB
i 14 09:54:38 2001

ACTIVITY REPORT BY SELECTED PATIENTS

SORT MODE PATIENT SORT
USER 1D ALL USERS
DRAWER ALL DRAWERS
PATIENT ID 503186221256
MED NAME ALL MEDS

MED CLASS ALL TRANSACTIONS

MEDCLASS LEGEND

(0) BACK -ORDERED
2) Co Iled C-11
Iled C-111

_ontrol led C- IV
(5) Controlled C-V
(7) IVS FROM MATERIALS MANAGEMENT
(M) NON-PYXIS MED
(C) OTC
(U) Virtual Drug (MNJ/MNB)

PATIENT QUINN.
1D 50318

FENTANYL (2) DRW 5-H 09/13 09:28
[SUBL IMAZE |

100 MCG/2 ML INJ 1}

Med ID: 09890

BY: DOLENSK|, RCIS, BOB (f { AT EP-CATHLAB

MIDAZOLAM (4) DRW 6-E 09/13 09:28
[VERSED]

2 MG/Z ML INJ

Med 10: 21025

BY. DOLENSKI, RCIS, BOB (BYDOLENS)  AT: EP-CATHLAB

FENTANYL (2) 09/13 09:47
[SUBL IMAZE |

100 MCG/2 ML INJ

Med ID: 09890

BY: DOLENSK!. RCIS. B08 (BXDOLENS) AT: EP-CATHLAB

AMT GIVEN: 200 MCG

AMT WASTED MCG

W1 TNESS “ N PAMELA (PMPALMER)

REMUVE S. BOB (BXDOLENS)

N- 09/13 H AT: EP-CATHLAB

e Can be run/sorted by
different variables

 Typical sort is to run
all CII-CIlV and all
patients by user

* Information obtained
can be reformatted
later



PY XIS Record

FENTANYL (2) 09/13 09:47
[ SUBL IMAZE ]

100 MCG/Z2 ML INJ \

Med I1D: 09220

BY: DOILE?SKI. RC x B0B (BXDOLENS) AT: EP-CATHLAB

ﬂHT G|"u"Ei le MC 3

AMT WASTELD ACG

WITNESS . Pp' M N PAMELA (PMPALMER)
REMOVED BS {C!S. BOB (BXDOLENS)
ON: 09/13 J9:28 URAW 5-H AT: EP-CATHLAB

Automated MAR/Surgery Record

@S
Q9
29
@9
@9

09
09 :

@9

149
149
.00
: 50
: 50
50 :
50
b o B

:48
: 58
126

14

21

25
o4
30

-~ z SN

Dr Arrlved
225 cC OlMINIPAQUE OPENED (IC
Attending Physician: ALIMARD MD, RAMIN

Scrib: BLAIR CVT, TATANISHA
Ci*culate: DOLENSKY RCIS, ROBERT
vmoniicr: MURRAY CVT , BRIAN

25.0 mcg FIENTANYL (IV )
S mg VIERSED (1V )




09-12-01 07:48
Remove (1) Fentanyl
Via: Tetterton

09-12-01 08:32
| Wasted 75meg, Used 25meg Fentany

09-12-01 07:49
Remove (1) Versed
Via: Tetterton

Via: Tetterton

09-12-01 08:32

09-12-01 09:07
Remove (2) Fentanyl

Via: Dolensky

08:36 Case Ended

P Wasted Img, Used 1mg Versed
Via: Tetterton

09-12-01 09:38

09-12-01 12:11
Remove (2) Fentanyl
Via: Dolensky

—) Wasted 200meg, Used Omeg Fentanyl
Via: Dolensky

09-12401 12:12
P Wasted 200meg, Used Omeg Fentanyl

Via: Dolensky







Questions ’

@

_| Office of Diversion Control
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