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Overview

and transmitting prescriptions for
controlled substances electronically




Overview

~lectronic prescriptions for controllec
substances are voluntary from DEA's
perspective

. Written, manually signed, and oral
orescriptions for controlled

bstances, where applicable, still
permitted




Who iIs Affected

* Application providers that develop,
and host electronic prescription
applications and pharmacy applications

DEA-registered practitioners who want
to sign and transmit controlled
substances prescriptions electronically

o |\ to




How are they Affected

* Application providers: undergo third-
party audit or certification to determine
whether application meets requiremen

Prescribing practitioners: select
application, identity proofing, set access
controls, sign prescriptions




Application Providers

Prior to use for controlled substances
fescriptions must undergo independent
audit or certification

- WebTrust, SysTrust, SAS 70
. Certified Information System Auditor
- Independent certification organization approved by DEA

Audit/certification must be conducted:

- Before used to create, sign, transmit or process prescriptions

- Whenever functionality related to controlled substance prescription
requirements is altered or every two years, whichever comes first

e Audit/certification must determine whether
application meets DEA’s requirements

o Auditor.issues report to application provider

DEA Office of Diversion Control




Auditors/Certifiers

ebTrust, SysTrust, and SAS 70 audits are
common In information technology arena;
conducted by accounting firms and others

Certification organizations whose certification
process has been approved by DEA

One organization exists that works with HHS, but
more are coming




WHEIRGIERYIEERE

* Practitioners and pharmacies can only use
applications that meet DEA’s requirements to
handle controlled substances prescriptions

The audit/certification report states whether
the application meets DEA’s requirements

Application providers must provide



ldentity Proofing

¢ The process by which a credential
service provider or certification
authority validates sufficient

iInformation to uniquely identify a

person

ecessary to verify that a person |
0 he claims to be



How 1t Works

Identity proofing conducted by credential servi
Erowders or certification authorities approved b
ederal government

* Prescribing practitioners must undergo identity
proofing (21 CFR 1311.105)

Application provider will tell practitioner what
organization to work with

Remote identity proofing permissible

|tut|onal ractltloners can use this method or
different method specific to their needs
1311 110)




What ldentity Proofing

Doesn’t Include

/ldentity proofing does not verify
State authorization to practice,
State authorization to dispense
controlled substances, or DEA

registration

. Those are verified as part of acces
ontrols




Signing a Controlled Substance

Prescription

* /A practitioner or agent may prepare the
rescription for review and signature b
he practitioner

 Practitioner accesses list of
prescriptions for a single patient

o List displays:

. Date of issuance
. Patient name

- Drug name, strength, form, quantity prescribed,
directions for use

- Name, address, DEA registration number of
oractitioner

her information as applicable




Signing a Controlled Substance

Prescription

On same screen, statement that completion of
factor authentication is legally signing prescriptio
and authorizing transmission to pharmacy for
dispensing displayed

Practitioner indicates those prescriptions ready to
be signhed

Practitioner prompted to complete two-factor
authentication protocol

 Completion of two-factor authentication protocal is
legalsignature




What Happens When

Practitioner Uses Credential

Authentication causes application to digitall
ign DEA elements and archives OR

*/ Authentication causes practitioner’s digital
certr:flcate to digitally sign DEA elements and
archive

o\ This archived prescription can be compared to
the prescription archived at the pharmacy

- Prescription at pharmacy could differ from prescription at
practitioner

- Rrescription at pharmacy could be same as prescripti
practitioner




Transmission

Prescription must be transmitted as soon as
possible after signature

Prescription must remain electronic;
conversion to fax NOT permitted

Prescription may be printed after signature sc
long as labeled “Copy only - not valid for
Dispensing”

 Transmitted prescription may be printed for mapual
signhature If practitioner notified that transmission
failed; - must indicate original was electronic,name of

pharmac and date/time

DEA Office of Diversion Contro




Two-Factor Authentication

After identity verified, practitioner wi
sued two-tactor authentication
credential

* Protects practitioner from misuse of
credential and from external threats

ning you know — password, PIN
ning you have — separate hard token
ning you are — a biometric




Two-Factor Authentication

* /Persons prescribing controlled
substances have two factors

Hard token could be a USB device, a
smart card, PDA, cell phone, one-time
password device

* Any biometric that meets DEA's
uirements Is acceptable

DEA Office of Diversion Control



What's NOT Acceptable

The use of a handwritten signature which has
been scanned and is then affixed to a
prescription

The use of a user name and password

The use of a biometric or hard token by itself

ending the user a message over a cell
pone that the user then enters into the



Pharmacy Overview

* Application provider makes audit or
certification report available to pharmac

 Pharmacies may only process electronic
CS prescriptions using applications
determined to meet DEA’s requirements

wves




Pharmacy Access Controls

sure that only individuals authorizec
'0 enter information regarding

dispensing and annotate or alter (where
permissible) prescription information are
allowed to do so

* Pharmacy sets access controls to
onsure only authorized persons can
annotate, alter (where permissible),
delete prescriptions




Recelpt of Prescriptions

* Pharmacy receives prescription whi
has been digitally signed by last
iIntermediary OR

* Pharmacy receives prescriptions and
digitally signs upon receipt

» Rharmacy receives prescription signed
with practitioner’s digital certificate

DEA Office of Diversion Control



Pharmacy Annotations, Records

All’annotations must be electronic

e Prescriptions can be retrieved by
practitioner name, patient name, drug
name, date dispensed, sortable

harmacy records must be backed up

ords must be retained electronically




Disposal of Controlled

Substances




Safe Disposal Act of 2009

ouse Resolution 1191

- Introduced on 2/25/2009 by Rep Inslee (WA)

- Amend the CSA to allow states to operate
disposal programs

- Direct the Attorney General to create 5 models
for implementation

« Companion Senate Bill 1336
- \ntroduced on 6/24/2009 by Sen Murray (W

)

DEA Office of Diversion Control



Secure and Responsible Drug

Disposal Act of 2009

ouse Resolution 1359

. Introduced on 3/5/2009 by Rep. Stupak (Ml)

- Amend the CSA to permit ultimate user to deliv
drugs for destruction

. Grants the Attorney General discretion to
promulgate regulations

I

« Companion Senate Bill 1292

\troduced on 6/18/2009 by Sen Klobuchar(MN)
and~Sen Grassley (1A)

DEA Office of Diversion Contro




Disposal ANPRM

NPRM Published on 1/21/09 in the Federal
Register

Entitled “Disposal of Controlled Substances by
Persons Not Registered With the Drug
Enforcement Administration”

eeking options for the safe and responsible
disposal of patient owned controlled substancesg
consistent with CSA




Disposal ANPRM — Comments

« Comment period ended 3/23/2009

. 158 comments received

Major issues identified by commenters

- There is a problem with left-over controlled substances.
- No consistent national policy

Recognition of CSA and reqgulations as barrier
unding — who pays?

 Biling/Prescribing practices, 30-day supply or more




Disposal — Comments

Genheral Statements

- If no procedure to currently allow, CSA should be
amended

- Disposal alternatives should be environmentally safe,
easy to use, and cost effective

- Reverse Distributors should be permitted to accept
from ultimate users

« Pharmacies are the best drop off locations for most
Imate users



Disposal — Comments

General Statements

- DEA should establish local contacts assigned to
address pharmaceutical collection and disposal issues

- Need for widespread information campaigns on
environmentally safe disposal of unused and unwantec

pharmaceuticals.

Manufacturers should bear the bulk of the costs



National Take Back Initiative

o /September 25, 2010 is proposed collection
date

National program coordinated by DEA with
law enforcement officials

o\ Collection by state/local law enforcement
officers from ultimate users



Rulemaking

DEA - Office of Diversion Control 19t National Conference




CMEA Retall Provisions

* IFR published on 9/26/2006

* Implemented retall provisions of CMEA
relating to logbooks, sales and purchase
limits, placement, packaging, self-

certification, etc.

 Draft circulating within DEA



Removal of Thresholds

e Related to CMEA assessment of annual
need

NPRM published 11/20/2007

. Removes thresholds for importation,
exportation, and domestic distributions of
RSE and PPA



Dispensing to Residents of
LTCFs

o/ Solicitation of Information

Request information relative to chart orders,
agent of a practitioner, controlled substance
registration, etc.

rafting — review by DOJ components

DEA - Office of Diversion Control



Changes to a Cll Prescription

 /NPRM being drafted

Establish by regulation what information a
pharmacist may change on a schedule Il
prescription with physician authorization

irculating within DEA for review




DEA Diversion Website

www.DEAdiversion.usdoj.gov

U.S. Department of Justice Drug Enforcement Administration

Office of Diversion Control

Haiti Disaster Relief Click Here

Need to Obtain or Renew
DEA Registration?
Save Time, Apply On-Line

.r.’

.,_&

Begistration Walidation

Eegistration Change Request

Order Farms

The voice in Federal
decision-making

What's New g Registration Suppny

Q8 For Prascribing Practitioners Registration Number
Q&AM For Pharmacies Toll Free:

Good Medicine,

aEad I;e ha1.-i-I:-r. L&A For Providers of Electronic 1 -BOO-BB?-BESB
Frescription Applications, Pharmacy Sawe time by applying for andfor
Applications, and Intermediaries renewing your DEA Registration

online. Data will be entered through

Notameo, Ine- Cormestion (April 20. a secure connection to the ODWIF

20100 online web application system.
Drug.Di':r '_ Warian Ine. CApril A6, 20107 bimi mum requiremeants:
T Siemens Healthcare Diagnostics Inc. Credit Card and 3 web browser that
CApril 16, 2010) supports 128-bit encryption.
To view PDF dosuments hivlan Pharmaceuticals Ine. (April Emzil Registration Questions to




Questions/Comments

Office of Diversion Control

DEA Office of Diversion Control
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