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Introduction

This Certificate Support Guide has been developed and is maintained by the Drug
Enforcement Administration’s CSOS Certification Authority. This Guide is intended to
assist organizations implementing electronic controlled substance ordering. Specifically,
the procedures in this guide should be used by chain pharmacy and wholesaler customer
support when assisting CSOS Subscribers.

Organizations are not required to use this document, however variance from these
documented procedures, especially those marked with an £, may render certificates
invalid and/or result in certificate revocation due to policy violations.

This Guide was developed using Windows XP Professional SP2, Microsoft Internet
Explorer version 6.0, Netscape Browser 7.2 and 8.1, and Mozilla Firefox versions 1.0
and 1.5.

Comments, suggestions, and corrections are welcome and should be sent to DEA
Diversion E-Commerce Support:

E-mail: CSOSsupport@DEAecom.gov
Phone: 877-332-3266

DEA Diversion E-Commerce Support is available to provide further explanation on
issues discussed in this guide as well as any issues not covered.

Updates to this guide: DEA’s CSOS Certification Authority will continue to update this
Support Guide to ensure that the documentation provided is as thorough as possible.
Feedback is welcome and appreciated. The most current version will be made available
at the address below. Please check for periodic updates or E-mail
CSOSsupport@DEAecom.gov to be notified when a new version of this Guide is
released:

« http://www.deaecom.gov/wholesaler support.html

Policy note: DEA’s support staff will revoke subscriber certificates due to policy
violations. Support representatives from wholesalers and chain pharmacies must be
cognizant of proper certificate/private key handling procedures and should pay close
attention to all notes in this document marked with the £\ icon.

Disclaimer: The procedures documented in this Certificate Support Guide are the DEA
CSOS CA’s recommendations for proper handling of CSOS Certificates. The policies
discussed in this document abide by, but are not a replacement for, the Code of Federal
Regulations, which governs electronic ordering of controlled substances. Please refer to
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www.DEAecom.gov/policies.html or contact DEA Diversion E-Commerce Support for

all policy related questions.

Important Support Guidelines

Following the procedures of this Guide will help to ensure that customers are provided a
high level of quality customer support. The following is a list of common policy
violations and misperceptions addressed by this Guide.

Never retrieve a certificate without the owner present.
Each certificate may only be retrieved one time.

Many CSOS subscribers are issued multiple certificates. While CSOS
Administrative certificates are not used for ordering, they must be retrieved.

The certificate’s security level must always be set to high when using Internet
Explorer.

The certificate’s password, entered during retrieval, is created by the
certificate owner only and not provided by DEA. Do not use any DEA
provided information, specifically the retrieval Access Code and Access Code
Password, for the certificate’s password.

Only the owner of the certificate may set and have knowledge of the
certificate’s password. Neither DEA nor the certificate owner’s co-workers,
company, or wholesaler, may have knowledge of the certificate’s password.

CSOS Certificates are wholesaler independent, and therefore may be used to
order from multiple wholesalers.

CSOS Certificates may be installed on multiple computers.

CSOS Certificates may be backed up onto CD or floppy disk, as long as each
certificate is protected by a backup password and the media is securely stored
(i.e. in a safe).

Certificates should not be deleted from the browser’s certificate store during
export or after installation into the certificate store of the ordering software.

Per Federal Regulations, please delete any unused PFX or P12 exported
certificate files that have been installed into ordering software or a browser’s
certificate store.

When exporting, backing up, and/or transferring certificates where a name
must be given to the PFX or P12 certificate file, please use a meaningful
naming convention as discussed in the Export and Backup sections of this
Guide.

Please contact DEA E-Commerce Support when unsure of a procedure or
when having difficulty with any CSOS Certificate.
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* When contacting DEA E-Commerce Support, please be ready to provide the
customer’s DEA Number(s), and if possible the customer’s name and
certificate serial number(s).
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1. Certification Authority (CA) Certificates

The DEA E-Commerce Root CA and CSOS Sub CA certificates must be installed on any
computer used for electronic ordering of controlled substances. These CA certificates are found
on the DEA E-Commerce Web site and may be installed at any time, on any computer system,
by anyone.

Introduction to the DEA E-Commerce Root CA Certificate

What is the Root CA certificate?

The DEA E-Commerce Root CA Certificate is a self-signed certificate, meaning it was created
by itself and must be explicitly trusted by each CSOS subscriber and relying party. Subscribers
and relying parties must trust the Root CA in order to begin the trust relationship that is
fundamental to the E-Commerce PKI system. To create the trust relationship, the Root CA
Certificate must be installed in order to give validity to the CSOS Sub CA and any CSOS
subscriber certificate(s).

What is the Root CA used for?
+ Signing the CSOS Sub CA certificate

» Signing the Authority Revocation List (i.e. where revoked sub-CA certificates would
be published)

How does the Root CA impact certificate support?

CSOS certificates will not be recognized as valid and trusted if the Root CA Certificate is not
installed on the same system as the subscriber’s certificate. For relying parties, the digital
signature on the Authority Revocation List (ARL) cannot be authenticated unless the Root CA
Certificate is installed on the same system where validation occurs.

Introduction to the CSOS Sub CA Certificate

What is the CSOS Sub CA certificate?

The CSOS Sub CA certificate is the certificate representing DEA’s CSOS Subordinate CA that
issues CSOS subscriber certificates. The Sub CA is issued by DEA’s E-Commerce Root CA
and inherits its trust from the Root CA. A Sub CA certificate is valid for six years, but is used
for signing CSOS Subscriber certificates for a three (3) year period before a new Sub CA is
issued by DEA.

What is the CSOS Sub CA certificate used for?
+ Signing all CSOS subscriber certificates

» Signing the Certificate Revocation List (i.e. where revoked subscriber certificates are
published)
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How does the CSOS Sub CA certificate impact certificate support?

CSOS certificates will not be recognized as valid and trusted if the CSOS Sub CA certificate is
not installed on the same system as the subscriber’s certificate. Supplier systems will not be
able to verify the validity of the purchaser’s CSOS Certificate if the certificate’s issuing Sub CA

certificate is not installed on the validation system.

Internet Explorer
The following instructions are specific to Microsoft Internet Explorer version 6.0. Instructions

CA Certificate Management

for the Netscape Browser are available in the following section.

Root CA Certificate — Where is it published?

The Root CA certificate may be found on the DEA E-Commerce Web site in one of two

locations:

In the Certificate Management section of the
site www.deaecom.gov/certmanage.html

In the Certificate Retrieval section of the site
Private link provided to subscribers

Root CA Certificate — Installation

The following steps are used to install the E-Commerce Root CA Certificate into the Internet

Explorer Certificate Store.

1. Access the Root CA Certificate link on the DEA E-Commerce Web site.
2. Click the link to “Install the DEA E-Commerce Root CA Certificate”.

3. At the prompt, click Open.

File Download - Security Warning @

Do you want to open or save this file?
';:@‘", Name: rootcert,cer

= Type: Security Certificate, 1.61 KB
From: www.deaecom.goy

{__ Open J[ Save ][ Cancel ]

7 While files from the Intemet can be useful, this file type can
! potentially harm your computer. If you do not trust the source, do not
open of save this software. \What « the k2

4. At the Certificate screen, click Install Certificate.
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| Certificate @@

General | Details | Certification Path

Certificate Information

This certificate is intended for the following purpose(s):

«allissuance policies
+4ll application policies

Issued to: E-Commerce Root CA

Issued by: E-Commerce Root CA

Yalid from 5{30/2004 to 8{30/2014

5. At the Certificate Import Wizard screen, click Next.

Certificate Import Wizard @

Welcome to the Certificate Import

- Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next.

| mext > |[ Cancel ]

6. Verify that “Automatically select the certificate store based on the type of certificate” is
selected and click Next.
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Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or you can specify a location for

(® putomatically select the certificate store based on the kype of certificate!

(O Place all certificates in the Following store

[ < Back ][ Mext > ][ Cancel ]

7. At the Completing the Certificate Import Wizard screen, click Einish.

Certificate Import Wizard @

Completing the Certificate Import
Wizard

‘You have successfully completed the Certificate Import
wizard,
You have specified the following settings:

| Certificate Store Selected ﬁutomatircallsrlr determined By t
Content Certificate

[ < Back J[ Finish ] [ Cancel J

8. At the The import was successful screen, click OK.

Certificate Import Wizard @

L3
‘l) The import was successful,

9. The import wizard returns to the Certificate screen. The certificate has been installed, so
click OK to close the screen.
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Certificate @@

General | petails | Certification Path

2] certificate Information

This certificate is intended for the following purpose(s):

«all issuance policies
+4ll application policies

Issued to: E-Commerce Root CA

Issued by: E-Commerce Root CA

Yalid from 5{30{2004 to 8{30/2014

Install Certificate. ..

Root CA Certificate — Install Verification

All certificates installed using Internet Explorer are accessible through the Internet Explorer
certificate store. The following steps are used to locate the Root CA Certificate in the certificate
store. Once the Root CA Certificate is located, the installation of the Sub CA Certificate should
be verified using the steps provided in the following section “CSOS Sub CA Certificate — Install
Verification.”

1.

2
3.
4.
5

Open Internet Explorer.

. At the top of the screen, select the Tools menu and click Internet Options.

In the Internet Options screen, switch to the Content tab.
On the Content tab, click the Certificates button.

The Root CA certificate is listed on the Trusted Root Certificate Authorities tab and is
identified as being issued to “E-Commerce Root CA” and issued by “E-Commerce Root
CA>

CSOS Sub CA Certificate — Where is it published?

The Sub CA certificate may be found on the DEA E-Commerce Web site in one of two
locations:

* In the Certificate Management section of the

site o www.deaecom.gov/certmanage.html

* |In the Certificate Retrieval section of the site o

Private link provided to subscribers

Version 1.1 10



CSOS Certificate Support Guide

CSOS Sub CA Certificate — Installation

The following steps are used to install the CSOS Sub CA Certificate into the Internet Explorer
Certificate Store.

1. Access the Sub CA Certificate link on the DEA E-Commerce Web site.
2. Click the link to “Install the CSOS Sub CA Certificate”.
3. At the prompt, click Open.

File Download - Security Warning

Do you want to open or save this file?

Name: subca,cer
Type: Security Certificate, 1.69 KB

From: www.deaecom.goyv

_Qeen ][ _save | [ cancel |

potentially harm your computer. |f you do not trust the source, do not

While files from the Intemet can be useful, this file type can
open or save this software. \What < the 1007

4. At the Certificate screen, click Install Certificate.

Certificate @

General | Detalls | Certification Path |

o
Certificate Information

This certificate is intended for the following purpose(s):

*2.16.840.1.101.3.2.1.9.1
«4ll application policies

* Refer to the certification authority's statement For details,

Issuedto: CSOSCA

Issued by: E-Commerce Root CA

valid from 6/15/2005 to 6/15/2011

Enstall Certificate. .. | [ Issuer Statement ]

5. At the Certificate Import Wizard screen, click Next.
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ificate Import Wizard @

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network.
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next.

[ Next> | [ Cancel ]

6. Verify that “Automatically select the certificate store based on the type of certificate” is
selected and click Next.

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.,

‘Windows can automatically select a certificate store, or you can specify a location for

(® putomatically select the certificate store based on the tvpe of certificate!

O Place all certificates in the Following store

[ < Back ][ Mext = ][ Cancel ]

7. Atthe Completing the Certificate Import Wizard screen, click Einish.
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Certificate Import Wizard @

Completing the Certificate Import
Wizard

‘You have successfully completed the Certificate Import

wizard,

‘ou have specified the following settings:

| Certificate Store Selected  Automatically determined by t
Content Certificate

[ < Back ]l Finish ] [ Cancel

8. At the The import was successful screen, click OK.

Certificate Import Wizard @

Ll
\l) The import was successful,

9. The import wizard returns to the Certificate screen. The certificate has been installed, so
click OK to close the screen.

Certificate @@

General | Details | Certification Path

2] certificate Information

This certificate is intended for the following purpose(s):

*2.16.840.1.101.3.2.1.9.1
+4ll application policies

* Refer to the certification authority's statement for details.

Issuedto: CSOSCA

Issued by: E-Commerce Root CA

valid from 6/{15/2005 to 6{15/2011

[Lnstall Certificate...] [Issuer Statement J
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CSOS Sub CA Certificate — Install Verification

All certificates installed using Internet Explorer are accessible through the Internet Explorer
certificate store. The following steps are used to locate the Sub CA certificate in the certificate
store.

1. Open Internet Explorer.
. At the top of the screen, select the Tools menu and click Internet Options.

2

3. Inthe Internet Options screen, switch to the Content tab.
4. On the Content tab, click the Certificates button.
5

. The CSOS Sub CA certificate is listed on the Intermediate Certificate Authorities tab
and is identified as being issued to “CSOS CA” and issued by “E-Commerce Root CA.”

2. Subscriber Certificate Retrieval

Each CSOS certificate issued by DEA must be retrieved via the DEA E-Commerce Web site.
Retrieval, which is synonymous with “activation” and “downloading”, is the process that
creates the certificate and corresponding private key, and installs it in the Web browser’s
certificate store.

2 Each certificate may be retrieved only once and should be retrieved on the computer that
the subscriber plans on using for placing controlled substance orders.

% Each CSOS certificate is issued to one individual subscriber. This subscriber is the
certificate “owner” and is the only person authorized to retrieve and use his/her
certificate. Assistance with retrieval is allowed as long as the certificate owner is the
only person who knows the certificate’s password. The certificate’s password is created
during retrieval and is not known or provided by DEA.

2 Certificates must never be retrieved without the certificate owner being present.
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What information is needed for certificate retrieval?

Each certificate has a unique Access Code and Access Code Password pair that is required for
retrieval. The Access Code is issued to the subscriber via E-mail. For security reasons, the
Access Code Password is sent via U.S. Postal Mail to the subscriber’s CSOS Coordinator for
certificate’s associated DEA Registration number and is then forwarded to the subscriber.

Access Codes (Via E-mail)

When a subscriber enrolls in the CSOS program, he/she is required to provide an E-mail
address.

This E-mail address is used by DEA to send each certificate’s Access Code to the subscriber.
Multiple E-mails/Access Codes will be issued for subscribers with more than one certificate.
Each E-mail indicates:

* That the certificate is a CSOS Signing certificate. The E-mail will identify the DEA
Registration number that the certificate is associated with (only for CSOS Signing
certificates) o Each Certificate is specific to one individual and one DEA
Registration

_Or_

* That the certificate is a CSOS Administrative certificate

aye_ teal) o

Use the Access Code
el P T w2 from your E-mail.

e s Name : CS0S SUBSCRIBER
2‘::‘:‘.’.?21‘:’.‘ CS0S Account #: 1234

v .o DEA Registration #: AA1234567

s Sl Access Code:

TR
Access Code 12457 ]

Pair this Access Code with the Access Code Password located in the
postal mailed document from DEA. The DEA Registration # in the E-
mail and postal mail must match for each certificate.

Sample E-mail activation notice with Access Code
Access Code Passwords (Via Postal Mail)

Each certificate’s Access Code Password is indicated on its associated postal mailed activation
notice from DEA. This notice is mailed to the Coordinator for the DEA Registration number at
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the mailing address provided on the Coordinator’s enrollment application. Once the
Coordinator verifies that he/she has authorized the individual for electronic ordering, the
activation notice should be forwarded to the subscriber.

Each postal mail activation notice will indicate:
» That the certificate is a Signing certificate o Signing Certificate activation
notices include the DEA Registration number associated with the certificate.
-or-
» That the certificate is an Administrative certificate o Administrative certificate

activation notices contain an Admin Cert ID number rather than a DEA
Registration number.

Step 3 - Use this Access Code Password, along with the Access Code from your E-Mail to activate your certificate
Access Code Password <Access Code Password-

Sample postal mail activation notice with Access Code Password

System and Browser Requirements

Certificates must be retrieved using either Internet Explorer or Netscape Browser on a Windows
Operating System. The Windows version must be Windows 98 or higher, but Windows 2000 or
XP are strongly recommended.

Supported Browsers:

» Internet Explorer must be version 5 or higher o Use of the latest version (version 6)
is strongly encouraged.

* Netscape Browser must be version 4.51 or higher o Use of the latest version (version
7 or 8) is strongly encouraged.
Non-Supported Browsers:

* AOL’s browser, even when integrated with IE or Netscape, does not support
certificate retrieval. AOL may be used to provide an Internet connection, however
Internet Explorer or Netscape should be opened separately from AOL for certificate
retrieval.
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« MSN Browser does not support certificate retrieval.
* Mozilla Firefox is not currently supported by DEA for certificate retrieval.
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Certificate Retrieval Instructions

Subscriber Certificate Retrieval — Internet Explorer

Access the CSOS Certificate Retrieval site. The address for this page is listed on both the
certificate owner’s E-mail and postal mailed activation notices.

Policy Agreement:
The owner of the certificate is required to review the following policy information and click 1
Accept to indicate that he/she understands and agrees to comply with the stated policy.

@ CSOS Certificate Retrieval

Policy Agreement Welcome to the CSOS Certificate
Retrieval Web site

You are 6bout 1 retriav your porsonal digited certificato, which aliows you % Bigitally
0N (BPOrOVE) SHCIONKC Orders for controlied substances.

Please nota that this ceruficaie s a personal on-line identity sna meefors
It must be protected, s required by the CSOS Subscriber Agroement that you accepted
when ervoliing in the CSOS Program

To protect your digital conficate and your idontity, [ederal law requires e

@ 1M coruficane Do retioved anG used Only Dy Its Ownor, who is the indvidual listed
00 the BCvamON NOUCES Sent by DEA;

" wmmmnmwmu €100 by 1he OWner during revieval, must
mwmmmm:wmmwmm ual having knowiedge

No coe, .mm your who s, famiy, company, of DEA i
authonzed 10 vnty\ulnum 4. Also, ,-..w- R0t 1Rt Thes LAt swerd i ot
provided by DEA

Failure 10 abide by the CSOS Subscriber Agreement and the Code of Fodernl Feguasons
Wil fosut in DEA revoking (demying) your abisty to place Cloconic orders.

| 1Accopt “‘ Dechne |

Trust Setup:

Install both the DEA E-Commerce Root CA and CSOS Sub CA certificates as documented on
the side panel of the Web page and in the section of this Support Guide on CA certificates.
These CA certificate installations are required once per ordering computer. If you are unsure
whether the certificates have been installed, you may do so again since there is no harm in
installing the CA certificates multiple times.

When finished, click the Click to continue after installing both DEA CA Certificates button
to continue after installing both DEA CA Certificate button at the bottom of the screen.

Before using your personal CSOS Certificate(s), both of DEA's CA Certificates must be
installed. Installing DEA's CA Certificates allows your computer to trust your personal
CSO0S Certificate(s). Instructions may be found on the right side of the screen.

@ Root CA 1 Certificate: Install the CS0S Root CA

@ Sub CA 2 Certificate: Install the CSOS Sub CA

| Click to continue after installing the two DEA CA Certificates
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Web Site Login:

Step 1. Locate the Access Code and Access Code Password for the certificate. These codes will
be entered on Step 3.

=3 CSOS Certificate Retrieval

Retrieval
PONCY .a I‘.I.nl enyy X
'u'n”/ J What computer are you using? antemft'E[; lorer
JIUSTSETIP] Since each CSOS Certificate may only be retrieved once... W
- - " Certif . nterne! xplorer

Web Site Logln sa\::r g«:‘;gxic ordeﬂr:gywr csos onthe that.you will be using Retrieval Instructions

" . o o Netscape Retrieval

First time retrieving? * Demonstration
A retrieval demonstration and instructions are located by the on the right side of » Netscape Retrieval
this screen. Please review either the ion or the i before pt i * Instructions

)

CS0S Subscriber Manual

Retrieval O&A's
Contact DEA E-Commerce
Support

@ Certificate Activation Information:

i)

You will need to locate the following items before continuing:

)

» Access Code - located in the E-mail from regauth@DEAEcom.gov

* Access Code Password - indicated on the mailed document from DEA = e
Note for multiple activation

notices: Multiple activation
notices indicate that multiple
H ion: certificates have been issued.
@ Secure Log in Information: Match each Certificate’s Access
Code with its corresponding

After clicking the "Retrieve a CSOS Certificate” button you will be prompted for a Access Code Password using
Username and Password. Please use the Website Username and Website either the DEA Registration
Password on Step 2 (in blue text) of the mailed document from DEA. number or the Admin Cert ID

number located in both the E-
mail and postal mail activation
notice.

[ Retiieve a CSOS Cerlificate |
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Step 2. Web site login:
a) Click the Retrieve a CSOS Certificate button.
& @ Secure Log in Information:

Palloy Agissuiant .,/
Truat Suliy e
Web Sito Login

“After clicking the "Retrieve a CSOS Certificate” button you will be prompted for a
={Username and Password. Please use the Website Username and Website
rduilPassword on Step 2 (in blue text) of the mailed document from DEA.

g

Centf

oy | Retrieve a CSOS Certificate |

o Afss Code Passuratd - nacated on the mased documert from DEA

(@) Secure Log in Information

b) Enter the Web site User Name and Password located in Step 2 of the postal mailed
document from DEA and click OK.

Step 2 — Use this information to login to the DEA E-C: Certificate Retrieval Web page
Weh site Address: =Web site Address=

Web site Usemarae: =<Web site Username=

Web site Password: =Web site Password>

|'?> Please type your user name and password.
Site: www.deaecom.gov
Realm www.deaecom.gov

User Name [l

Password I

[~ Save this password in your password list

0K I Cancel

Tips:
* The Web Site Password is case sensitive.

» This requested password is not the Access Code Password from Step 3 of the mailed
document from DEA.

« If you are positive that the username and password are being entered correctly, it is
possible that the account has been locked out due to failed login attempts. Please call
DEA Diversion E-Commerce Support (1-877-332-3266) if you suspect that the
account has been locked out.
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Step 3. Enter the certificate activation information:

@ Enter Certificate Activation Information

Please enter the Access Code (from E-mail) and Access Code Password (from the postal mailed document)
that you received from DEA.

@ Access Code: |

@ Access Code Password: |

[ Submit Request Start Over

a) Enter the Access Code for this certificate. The Access Code may be found in the
Email from DEA (regauth@deaecom.gov) and is specific to this certificate only.

b) Enter the Access Code Password for this certificate. The Access Code Password may
be found in Step 3 of the postal mailed document from DEA and is specific to this
certificate only. The Access Code Password is a combination of numbers and letters
separated by dashes (the dashes are optional).

Step 3 - Use this Access Code Password, along with the Access Code from your E-Mail to activate your certificar
Access Code Password <Access Code Password>

c) Click the Submit Request button.

Step 4. Click Yes to request the certificate.

» This prompt will not appear when using the latest version of Windows XP and
Internet Explorer.

Potential Scripting Yiolation T l(_l

certificate for you,

i’) This Web site is requesting a new certificate on your behalf, You should allow only trusted Web sites to request a
L]
Do you want to request a certificate now?

Yes No
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Step 5. The default security level is set to Medium. Click Set Security Level to change this

level to High.

24 This is a required step for setting a private key password on the certificate. If this step is
not performed, the certificate is vulnerable to being used by anyone who can acquire
access to it. Itis possible to set a password after a certificate has been retrieved (see the

“Private Key Password Reset” section of this Guide).

Creating a new RSA exchange key!

An application is creating a Protected item.

x|

Security level set to Medium Set Security Level...

0K | Cancel | Detais..

Step 6. Select High and click Next >.

Creating a new RSA exchange key! b

Choose a security level appropriate for this item.

item is to be used.

" Medium

= Low
Automatically grant permission to use this item
without notification.

Request my permission with a password when this

Request my permission when this item is to be used.

< Back I Next > I Cancel
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Step 7. Create a password for the certificate’s private key and click Finish.

2 This information is to be entered and known by the owner of the certificate only!
The owner of the certificate is the individual whose name appears on the inside of the
postal mailed activation notice for this certificate. Knowledge of this password by any
party other than the certificate owner, including a co-worker, spouse, or support
representative, constitutes a private key compromise and the certificate is subject to
revocation by DEA.

» Enter the name of the certificate owner in the Password for field. o The name does
not need to be entered in any specific format.

o This field is often grayed out and no information may be entered. This is
OK.
» Create a password in the Password and Confirm fields.

o The certificate owner must remember this password and may not share it
with anyone.

o A new certificate must be issued if this password is forgotten, lost, or
compromised. Please stress this issue if working with a customer.

o This password is CaSe SeNsltIvE, therefore the customer must be aware of
any capitalization used when creating the password.

* When all fields are complete, click Finish.

Creating a new RSA exchange key! | x|

Create a password to protect this item.

Create a new password for this item.

Password for: IJ ohn
[example: Tom)
Password: I xxxxxxxxxx

Conh"’n: Ixxxxxxxxxx

< Back I Finish I Cancel

Step 8. At the An application is creating a Protected item screen, click OK. Note that the
screen now states, “Security level set to High.”
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Creating a new RSA exchange key! l(_l

An application is creating a Protected item.

John

Security level set to High Set Secuity Level.. |

Cancel Detaits... |

Step 9. Click Yes at the Potential Scripting Violation prompt.

» This prompt may appear several times. You may click Yes to all prompts.

» This prompt may not appear when using the latest version of Windows XP and
Internet Explorer.

Potential Scripting Yiolation

:'E This Web site is adding one or more certificates to this computer, Allowing an untrusted Web site to update your

certificates is a security risk. The Web site could install certificates you do not trust, which could allow programs that
you do not trust to run on this computer and gain access to your data,

Do you want this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, click No.

=« |

Step 10. The following screen indicates that the certificate has been successfully retrieved.

Version 1.1

“retrieval
| You have successfully retneved your CSOS Certificate. This certiicate can be used to

L cortficate has been instaled on this computer and may not be retneved/activated
=] an,

securely identify yourself within the CSOS program, Please note that this dgral

25 This Certificate is for use only by the individual subscriber who Is enrolled in the
CSOS program and named in the certificate. Any other indivdual requirmg the abity
to sign alectronic orders for controlled substances must envoll in the CSOS program to
request hisfher own CS0S5 Cortificate(s)

- Ratuin % main page | [ Retseve another CSOS Ceriticate |
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Where is the certificate installed?

The retrieved certificate is installed in the Internet Explorer certificate store. The certificate
may be accessed using the following steps:

1. At the top of the Internet Explorer screen, select the Tools menu and click Internet
Options.

2. In the Internet Options screen, switch to the Content tab.
On the Content tab, click the Certificates button.

CSOS certificates are listed on the Personal tab and are identified as being issued by
“CSOS CA.”
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Subscriber Certificate Retrieval — Firefox
The following documentation was tested using Firefox 52 and higher. Please contact DEA’s E-
Commerce Support Desk with any questions.

Access the CSOS Certificate Retrieval site. The address for this page is listed on both the
certificate owner’s E-mail and postal mailed activation notices.

Policy Agreement:
The owner of the certificate is required to review the following policy information and click 1
Accept to indicate that he/she understands and agrees to comply with the stated policy.

F‘ﬁ CSOS Certificate Retrieval

Policy Agreement Welcome to the CSOS Certificate
Retrieval Web site

YOU 80 DO 15 retrieve your parsonsl G COTIiEatn, which Mows you 10 Sgitaty
597 (09ErEIvE) SOCTONE OF00rS Kr ConIaNod SULSACOS

Piasso nose at s carticata is o PErSONal on-line identity ang mevefors
it MwSt D rOLBCIE, B3 Dured by the CSOS SURRGrber Agroement NGt you accopied
when onroliing in the CSOS Program

To protect your digital certificate and your idensty, federal law requires me

retrieved by its owner, who i lstod
0 the activation notices sent by DEA;

@ the corsficate’s password, which (s d by the owner during revieval, must
B0 S0t ody by e conticen's m-mnmym Indreicust having Anowlodge
of the pes

o o wo_nruyw o Co-work mpuny. o DEA I8
SANONEZED 10 WTOW YO OSIWONS R, peass e ot s possword h ot
provided by DEA

F-lwnwWDyNCSOSWWWWNNCMd‘W!"W
wil st in DEA revoRing (denying) your ability o place

[[1Accept | [Dacles

Trust Setup:

Install both the DEA E-Commerce Root CA and CSOS Sub CA certificates as documented on
the side panel of the Web page and in the section of this Support Guide on CA certificates.
These CA certificate installations are required once per ordering computer. If you are unsure
whether the certificates have been installed, you may do so again since there is no harm in
installing the CA certificates multiple times.

When finished, click the Click to continue after installing both DEA CA Certificate button at
the bottom of the screen.

Before using your personal CSOS Certificate(s), both of DEA's CA Certificates must be
installed. Installing DEA's CA Certificates allows your computer to trust your personal
CSOS Certificate(s). Instructions may be found on the right side of the screen.

@ Root CA 1 Certificate: Install the CS0S Root CA

@ Sub CA 2 Certificate: Install the CS05 Sub CA

| Click to continue after installing the two DEA CA Certificates
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Web Site Login:

Step 1. Locate the Access Code and Access Code Password for the certificate. These codes will
be entered on Step 3.

=3 CSOS Certificate Retrieval

Retrieval
PONCY .a I‘.I.nl enyy X
'u'n”/ J What computer are you using? antemft'E[; lorer
JIUSTSETIP] Since each CSOS Certificate may only be retrieved once... W
- - " Certif . nterne! xplorer

Web Site Logln sa\::r g«:‘;gxic ordeﬂr:gywr csos onthe that.you will be using Retrieval Instructions

" . o o Netscape Retrieval

First time retrieving? * Demonstration
A retrieval demonstration and instructions are located by the on the right side of » Netscape Retrieval
this screen. Please review either the ion or the i before pt i * Instructions

)

CS0S Subscriber Manual

Retrieval O&A's
Contact DEA E-Commerce
Support

@ Certificate Activation Information:

i)

You will need to locate the following items before continuing:

)

» Access Code - located in the E-mail from regauth@DEAEcom.gov

* Access Code Password - indicated on the mailed document from DEA = e
Note for multiple activation

notices: Multiple activation
notices indicate that multiple
H ion: certificates have been issued.
@ Secure Log in Information: Match each Certificate’s Access
Code with its corresponding

After clicking the "Retrieve a CSOS Certificate” button you will be prompted for a Access Code Password using
Username and Password. Please use the Website Username and Website either the DEA Registration
Password on Step 2 (in blue text) of the mailed document from DEA. number or the Admin Cert ID

number located in both the E-
mail and postal mail activation
notice.

[ Retiieve a CSOS Cerlificate |
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Step 2. Web site login:
a) Click the Retrieve a CSOS Certificate button.

@ Secure Log in Information:

Wullo g degsusaant o S 5 z 5 i i
Truat Subip s After clicking the "Retrieve a CSOS Certificate” button you will be prompted for a
S 3he Login ={Username and Password. Please use the Website Username and Website

rguumPassword on Step 2 (in blue text) of the mailed document from DEA.

pey | Retrieve a CSOS Certificate |

o Acfss Code Passyenrd - ndcated on the maded documert from DEA

@ Secure Log In Information

loc.
i st poreal mad a3y
notics

b) Enter the Web site User Name and Password located in Step 2 of the postal mailed
document from DEA and click OK.

Step 2 - Use this information to login to the DEA E-C: Certificate Retrieval Web page
Web site Address: =Web site Address=

Web site Usemarae: <Web site Username=

Web site Password: =Web site Password>

Enter Network Password 1 21 x|

|’?> Please type your user name and password.
S0 e

ite: www.deaecom.gov
Realm www.deaecom.gov

User Name [l

Password l
[~ Save this password in your password list

0K I Cancel

Tips:
» The Web Site Password is case sensitive.
» This requested password is not the Access Code Password from Step 3 of the mailed
document from DEA.

» If you are positive that the username and password are being entered correctly, it is
possible that the account has been locked out due to failed login attempts. Please
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wait 15 min to give the account time to reset and try again if you suspect that the

account has been locked out.

Step 3. Enter the certificate’s activation information.

document) that you received from DEA.

@ Access Code:
@ Access Code Password:

@ Enter Certificate Activation Information

Please enter the access code (from E-mail) and access code password (from the postal mailed

a. The Access Code is a
number found in the E-
mail activation notice
from DEA
(regauth@deaecom.gov).

[ Submit Request

J[ StetOver |

b. The Access Code
Password is found on
Step Three of the postal
mailed activation notice
from DEA. ltisa
combination of numbers
and capital letters.

Locate the Access Code in the E-mail sent by the DEA (regauth@DEAecom.gov).
Locate the CSOS user Access Code Password on the postal mailed document (shown below)
from the DEA. Once entered, click the Submit Request button.

a) Enter the Access Code for the certificate. The Access Code may be found in the
Email from DEA (regauth@deaecom.gov) and is specific to this certificate only.

b) Enter the Access Code Password for this certificate. The Access Code Password may
be found in Step 3 of the postal mailed document from DEA and is specific to this

certificate only.

Step 3 - Use this Access Code Password, along with the Access Code from your E-Mail to activate your certificate
Access Code Password: <Access Code Password-
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Step 4. Certificates retrieved using Firefox version 52 and above

Firefox downloads certificates to a password protected file in the users Downloads directory. If
required to load the certificate into the Microsoft Certificate store, click the downloaded .p12
file and complete the Certificate Import Wizard.

Enter a File name and Password

1. Enter a descriptive filename in the P12 File name box.
2. Enter a new password and confirm the password.
3. Click the “Download the certificate as P12 file” link

=& CSO0S Certificate Retrieval —

Fotrievel Aneniance

Frllzy Ayspuniaad
huul-h::y @ Download Cectificate
Yiub i Lutin Unter o Vil Wamme and Passwoed - the srocess wil ceate & 213 fle with the selectod
Artiruliun Coudas v 1 your Dowmoads Grectivy. Yo chn eve cut the axfensien, #5d 4 213 exte , * CSO% Suburber Mar
Set Keylongsh o atormaticaty be added. I you wive ot Dk, & delat vidow of uter 512" w - SRS

P12 Ve nane

P12 Pavuword:

Confirm Pasvwoed:

i Do send i your Dowrvionds fokde
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T (05 Subaaber Macual
@ Estnenl 083y

Successful CSOS Certificate retrieval

¥ou have succotsfully retreved your CS0% Certficate. Ths cortificate can Be used to securely idently yoursell withn the 0 x =
CSOS program. Mease note that ths Sptal centficate has been Nstalind 0N ths COMEAEe and may not be @ Cortas O€A £-Conmarce Sgoot
retrved) actvated agan.

froes blck:

Ogpmeth | oo
v do 1 verk that oy Comficate is oo o] Himva il I
¥ 0o 1 need to ot oy Centficate? o0 Bon b oy (ae Tiae Kb thet S e 0
7 i shoed 1 g o thak Lbaxe s Cec
7' Do L5t need paner 222 fooma? [T | (e |

1. The Open Dialog will display.
2. Select Save File. Will be selected by default
3. Open Dialog Box will close and Successful CSOS Certificate will display.

T e S WAl et BT | SRR N TR e e e e ? e
b P S e e (W g Wh Fans S Tod P By ~
D B R ,ﬁ.‘-&’u
e

trfSuccessiul CSOS Certificate
~~“Fetrieval

| You have successiully retneved your CSOS Ceificate, This cortficate can be used to

securely identify yourself withun the C505 program, Please note that this dgkal

s cortficate has been installed on this computer and may not be retneved/ativated
again,

24 This Certificate is for use only by the individual subscriber who Is encolled in the
CSOS program axd nomed in the certificate. 2ny cther indivdual requirng the abity
10 $1Qn alectronic drders for controlied substarces must envoll in the CSOS rogram to
request hisfher own CS0S Certficateds).

[___Fewmwmenpege | { Remeve onoter CSOS Cemtcote |

Figure 1: Firefox Successful Retrieval
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Where is the certificate downloaded?

The retrieved certificate is downloaded to a .p12 password protected file in the users Downloads
directory. The certificate can be loaded into the users Microsoft certificate store by double
clicking the .p12 file and following the Import Wizard.

Certificate Retrieval Error Codes

Error -1666

Cause #1: The Certificate has already been retrieved. Each certificate may only be retrieved
once.

Resolution #1:

» Check for the certificate in the certificate store on all computers that the user may
have attempted activation.

o Verify which browsers may have been used (i.e. Internet Explorer, Netscape,
Mozilla Firefox).

o Verify whether multiple Windows accounts are used to log in to the computer.
 If the certificate cannot be found, contact DEA Diversion E-Commerce Support
immediately:

o DEA will be able to determine if the certificate was activated and can provide the
date and time it was activated.

Cause #2: The Access Code and/or Access Code Password have been entered incorrectly.
Typically, an incorrect Access Code or Access Code Password will result in error 3274 or 3290.
However, this error (-1666) may be the result of an incorrect access code and/or password.

Resolution #2: In this case, have the subscriber re-enter his/her access code and password (see
resolution for 3274 and 3290). Additionally, the CSOS CA can assist the customer with
retrieval and verify whether the Access Code and/or Access Code Password are correct.

Cause #3: The certificate’s activation information has expired. Activation information (i.e. the
Access Code and Access Code Password) is valid for 60 days from the date indicated on the top
right corner of the postal mailed document.

Resolution #3: Contact DEA Diversion E-Commerce Support to have the codes reissued.

Cause #4: Transmission error/unsuccessful certificate creation. The CSOS CA recognizes the
certificate as being retrieved, but the subscriber’s system did not successfully create the
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certificate. Since the CSOS CA has the certificate as being retrieved, the customer will not be
able to retrieve this certificate again.

Resolution #4: Contact DEA Diversion E-Commerce Support to troubleshoot the issue. If all
other causes are ruled out by DEA, the certificate will need to be revoked and reissued.
Revocation is a last resort and requires the owner of the certificate to contact DEA Diversion
ECommerce Support. No other party is authorized to request that a certificate be revoked.

Error 2278

Cause: The certificate is expired (not the activation codes, but the actual certificate). CSOS
Signing certificates are set to expire when their associated DEA Registration number expires.
The expiration date of the certificate is acquired from DEA records at the time the certificate is
issued, which may be up to two months before the certificate is actually activated. Also, if a
DEA Registration is renewed, it is possible that the CSOS CA records were not updated
immediately.

Resolution: This certificate will not retrievable until the CSOS CA has updated the expiration
date. Call DEA Diversion E-Commerce Support at 1-877-332-3266. If the DEA Registration
has been renewed, the certificate expiration date will be updated. Only after the expiration date
is updated will the certificate be retrievable.

Error 2731

Cause: There is a space at the end of an otherwise correct Access Code or Access Code
Password. This would typically occur if the Access Code is copied from the activation E-mail
and pasted into the Access Code box on the Web site rather than being typed.

Resolution: Click the Back button on the browser and remove any extra spaces at the end of
both the Access Code and/or Access Code Password.
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Error 3274

Cause: The Access Code and Access Code Password are probably valid, but are not a correct
pair. Each certificate has a unique Access Code and Access Code Password. If a customer has
received multiple certificates (indicated by multiple mailed documents), then the codes being
entered are not for the same certificate.

Resolution: The Access Code from the activation E-mail corresponds to only one postal mailed
Access Code Password. These codes may be matched correctly by determining which
activation notices are for the Administrative certificate or by matching DEA Registration
numbers from both notices for the signing certificate.

Related cause: All activation notices may not be present. It is possible for only one E-mail to
arrive while any other required E-mails are automatically deleted by the E-mail software.
Additionally, postal mailed activation notices are always mailed on the same day, but may be
separated in the mail and arrive on separate days.

Related resolution:

» Missing postal mail activation notice o Mailed notices may arrive up to several
days apart, please wait for the next notice.

o If the subscriber has received activation E-mails, please wait at least 7 days for
the postal mailed notice to arrive.

o After waiting a sufficient amount of time, contact DEA Diversion E-Commerce
Support to have the notice(s) re-sent.

* Missing E-mail o Check the E-mail client’s SPAM or Junk Mail folder. The E-
mail is originally sent on the same date as is indicated on the top right corner of the
postal mailed document.

o Guess the Access Code based on an E-mail that did arrive; Access Codes are
sequential with the signing certificate usually being first. Typically, but not
always, the Administrative certificate Access Code will be one digit higher than
the Access Code for the Signing certificate. o Contact DEA Diversion E-
Commerce Support to have the E-mail(s) re-sent.

Error 3290

Cause: Either the Access Code or Access Code Password has been incorrectly entered.
Typically this is due to a simple typo.

Resolution: Click the Back button on the browser and review the Access Code and Access
Code Password for typos. If there is a zero in the Access Code Password, change the zero to a
capital letter ‘O’. Also, verify that the Access Code and Access Code Password have been
entered into the correct fields and are not swapped (i.e. the Access Code should be all numbers,
the Access Code Password should be the long string of numbers and letters with dashes). Also
verify that the Web site password is not being entered as the Access Code Password.
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Error 8010001D or 8010002E

Cause: Microsoft Enhanced Cryptographic Provider v1.0 was not selected as the CSP
(Cryptographic Service Provider). A variety of similar error numbers may occur.

Resolution:
1. Click OK to the error message.

2. Click the browser’s Back button to return to the screen where the with the Access Code
and Access Code Password.

3. Change the CSP and click Submit Request.

* If no CSP options are available, see section “No providers are listed in the CSP
dropdown list.”

4. Proceed with the standard steps for retrieving the certificate.

No key pair has been generated (no error number)
Cause #1: The subscriber may be using AOL or MSN Browser.

Resolution #1: Have the subscriber open and use Internet Explorer or Netscape.

Cause #2: There may be an issue with the Access Code, Access Code Password, or CSP
selection.

Resolution #2:
1. Click the browser’s Back button.

2. Have the subscriber attempt to activate again, this time verifying that the Access Code
and Access Code Password are correct, and that the CSP field is set to Microsoft
Enhanced Cryptographic Provider v1.0.

Cause #3: Unknown technical issues with the subscriber’s computer.

Resolution #3: Attempt to activate on a different computer, export the certificate, and transfer it
to the ordering computer.

No providers are listed in the CSP dropdown list

The CSP dropdown list should include all available CSPs on the current computer. However,
due to security restrictions or corrupt/missing CSP files, no CSPs are available for certificate
retrieval. Two workarounds are available:

1. Retrieve the certificate(s) on a different computer. The retrieved certificate(s) may then
be transferred to any computer (including the original computer with the CSP issue)
using the procedures outlined in the “Certificate Transfer” section of this Guide.
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2. If no other computer is available, Netscape Browser may be installed for free from
www.netscape.com. Netscape Browser has a build in CSP and will be able to
successfully retrieve the certificate(s).
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3. Certificate Management

Where are certificates installed?

Certificates are installed, by default, in the certificate store if downloaded with Internet Explorer
11 or to a .p12 file in the download directory if downloaded using version 52 or greater of
FireFox web browser. This means that retrieved certificates can be found:

* On the computer used to retrieve the certificate

* On the Windows system account (i.e. Windows log-in user name) used for retrieval
o This bullet is not applicable if only one system account is used or if accounts are
not used.

* In Internet Explorer 11 or in the users Download directory if downloaded with
FireFox

Locating certificates downloaded with Internet Explorer 11
1. Open Internet Explorer 11.

2. At the top of the screen, select the Tools menu and click Internet Options.

« If Tools | Internet Options does not exist in Internet Explorer or is not accessible due to
security restrictions, then Internet Options may be accessible through the Windows
Control Panel in the Start Menu.

In the Internet Options screen, switch to the Content tab.
4. On the Content tab, click the Certificates button.

5. CSOS certificates are listed on the Personal tab and are identified as being issued by
“CSOS CA.”

Locating certificates downloaded with FireFox

Certificates downloaded with a supported version of FireFox (52 or greater) can be found in the
Download directory with a file extension of .p12.

What to do if the certificate is not found.
» The certificate may have been installed using a different computer

» The certificate may have been installed using a different Windows
account
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Locating certificate files
A certificate may not be found in IE11Web browser for the following reasons:

* The certificate has been removed from the certificate store.

» The certificate has been transferred from another computer and was never installed
into the certificate store on the current computer.

» The certificate is installed on a token device (such as a smart card) that is not
currently installed on the computer — this topic is not covered in this Guide.

» The certificate did not install successfully during the retrieval, despite a successful
confirmation from the retrieval Web page.

If the certificate is not in a browser’s certificate store, it may be on the hard drive in the form of a
PFX or P12 file, which can be found by performing a search of the hard drive, then imported into
the users certificate store.

Identifying CSOS Certificates

Two types of certificates are issued to CSOS subscribers. When configuring CSOS ordering
software, is important to locate the correct certificate to be used for electronic ordering.

a) CSOS Signing Certificates are used for digitally signing electronic orders of controlled
substances. Signing Certificates are issued to Registrants, Power of Attorneys, and (if
requested) to Coordinators. Each Signing Certificate is issued to an individual and is
specific to one DEA Registration. Subscribers who order for more than one location
require a Signing Certificate for each location. Information regarding the DEA
Registration is contained in each signing certificate. This information includes:
Registrant name

Registrant address

DEA Number (hashed with the Certificate Serial Number)

Authorized Drug Schedules

Signing Certificates are valid until the subscribers DEA Registration expires.

b) CSOS Administrative Certificates are used for digitally signing communications and
may not be used for controlled substance ordering. A typical use of an Administrative
Certificate is for digitally signing an E-mail Certificate revocation or renewal request.
Administrative Certificates are issued to CSOS Coordinators and Registrants serving as
Coordinator. Administrative Certificates do not contain authorized drug schedules and
are not specific to a DEA Registration. Administrative Certificates are valid for three (3)
years from the date of issuance.
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a) Registrants are issued one CSOS Signing Certificate for each approved DEA
Registration number. Registrants serving as Coordinator will also be issued a CSOS
Administrative Certificate.

b) CSOS Coordinators are issued one CSOS Administrative Certificate, regardless of the
number of DEA Registrations for which he/she is a Coordinator. Additionally,
Coordinators requesting signing authority are issued one CSOS Signing Certificate for
each approved DEA Registration number.

c) CSOS Power of Attorneys are issued one CSOS Signing Certificate for each approved
DEA Registration number.

Identify certificates using the expiration date (easiest method)

2 Use the following identification method if only one DEA Registration number is
involved or if multiple DEA Registration numbers have unique expiration dates. If using this
method does not provide an obvious identification, the certificate will need to be identified
using a more precise method.

« CSOS Signing Certificates: expire when the associated DEA Registration expires.
DEA Registrations are valid for either one (1) or three (3) years depending on the
registration’s business activity. If the registration expiration date is known, then the
Signing Certificate is typically easy to identify. Please note, the certificate expiration
date may be indicated as one day before the DEA Registration states.

» CSOS Administrative Certificates: expire three (3) years from the date it was
issued.

In the example below, for a customer activating certificates in February of 2006:
» The certificate expiring 1/31/2009 would be the Administrative Certificate

» The certificate expiring 5/31/2007 would be the Signing Certificate o This is easily
determined since the certificate is valid for less than three years (ruling out the
possibility that it is an Administrative Certificate)
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Certificates @
Intended purpose: [<a> v
Personal | Other People | Intermediate Certification Authorities i Trusted Root Certificatior ¢ *

Issued To Issued By Expiratio...  Friendly Name
B John Smith CS0S CA 5/31/2007 <None>
John Smith CSOS CA 1/31/2009 <None>
< >
Certificate intended purposes

Internet Explorer Certificate Store

Identify using the Certificate Serial Number (more accurate method)

Each CSOS certificate has a unique serial number, which may be used to identify the certificate.
The serial number is indicated on the certificate owner’s postal mailed activation notice as well
as in the certificate on the details tab. ldentifying certificates base on the serial number may be
necessary if the subscriber has certificates for multiple DEA Registration numbers or if
certificates have been revoked and/or renewed.
1. With the certificate store open (see “Finding Certificates™), double click on a certificate
issued by CSOS CA.

2. The Certificate screen opens. Select the Details tab and highlight the Subject field.
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[Certificate B

General | Details | Certification Path

Show: (<AII> v
Field yalue A
EVersion V3 L
ESerial number 44 18 7bea F
[Flsignature algorithm shalRSA b
Elssuer C505 CA, CS0S, E-Commerce...

|
|
E\lalnd from Wednesday, April 0S5, 2006 11... |
Valvdto Thursda April 05 2007 113, ‘

|
OU = Diversion Control
OU = DEA

OU = Department of Justice
O =U.5, Government [:}

[ Edit Properties... | [ CopytoFie... |

Internet Explorer

3. The Serial Number listed in the certificate’s Subject field matches the serial number
indicated on the postal mailed activation notice from DEA

l“!"'lxl" ll"f“l\‘“ixll‘\ ON ‘;ll\ H‘

CY :_)I R ( y )§ ¢ ‘g ”[ IC \) I DEA Diversion E- Commerce Support
45 3 b E-M .

a1 I'ks»,l( m this i r\-nﬁlhlml mnagement o f\i LT OF lnh ate,

John Smith
John.Smithi@Internet.com
0000

I 5@:&&8 geﬁ:ﬂﬁm‘:’er:

FEBF F1A8 F348 4ABD Al46 E64B 5760 21CT AAAB 43AF

« If this notice is not available and the certificate cannot be identified, then call DEA

Diversion E-Commerce Support (1-877-332-3266) who will be able to identify the
certificate.
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Identify certificates using valid ordering schedules (last resort method)

One last method that will only distinguish between one subscriber’s administrative certificate
and signing certificate (he/she must only have one signing certificate for this method) is to view
what controlled substance schedules the certificate is valid for.

A CSOS Signing certificate contains an OID (Object Identifier) that indicates the controlled
substance schedules (classes) the certificate is valid for. A Signing certificate valid for all
schedules 11-V (2, 2n, 3, 3n, 4, and 5) will include ‘7E’ in the OID field ending in 4 as the
example on the left indicates. This value will vary depending on the authorized schedules,
however the majority of certificates are valid for all schedules I1-V. The Administrative
certificate on the right contains the value ‘00’ in the OID field since Administrative certificates
are not valid for ordering any schedules.

Certificate @@ Certificate @@
General | Details | Certification Path | General | Details | Certification Path
Show: "<AII> v Show: ‘_7<AII> &
| | = |
Field Yalue A | Field Yalue ~
[792.16.540.1.101.3.5.1 020100 [7¥2.16.840.1.101.3.5.1 020100
@2.16.340.1.101.3.5.2 13 11 52 65 76 6f 6b 65 4b 65... @2-16-340-1-101-3-5-2 1300
U62,16,840.1.101.3.5.4 030201 7e 7$12.16.840.1.101.3.5.3 1300
‘ T$2.16.840.1.101,3.5.5 3003 1301 43 ‘ 1652.16,840.1.101.3.5.4 0301 00
‘ [792.16.840.1.101.3.5.6 0c 2e 31 36 30 30 20 50 65 6e... ‘ [3)2.16.840.1.101.3.5.5 3003130145
73]2.16.840.1.101.3.5.7 041492095201 c2f74d ae ... 7$]2.16.840.1,101.3.5.6 0c 26 39 31 31 38 20 4d 61 69..,
@Certificate Paolicies [1]Certificate Policy:Policy Ide... ‘ n$]2.16.840.1,101.3.5.7 0414a83649fad8Slecla...
| | ERJcre pistribution Points [1]CRL Distribution Point: Distr... %] | | EfJcertificate Policies [1]Certificate Policy:Policy Ide... ¥
03 02 01 7e > 03 01 00
[ Edit Properties... | [ CopytoFik... | [ Edit Properties... | [ copytoFie... |
CSOS Signing Certificate CSOS Administrative Certificate

Certificate Export

Introduction on Certificate Export

Certificates may only be activated once. During activation, the certificate is placed in the
certificate store of the Web browser. To copy the certificate from the certificate store, the
certificate must be exported. Reasons for exporting a certificate include:

1. Transferring the certificate to another computer
2. Backing up the certificate
3. Copying from the certificate store for installation in CSOS ordering software
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Certificate export creates a file with a .pfx extension (.p12 for Firefox and Netscape activated
certificates). If exported correctly, this exported certificate file will be a copy of the subscriber’s
certificate containing the associated private key (used for digital signatures). The original copy
of the certificate (with private key) will remain in the browser’s certificate store unless it is
actively removed.

Export procedures will vary depending on the type of browser being used. Once the certificate
has been located (see “Locating Certificate Files”), the following export procedures may be used
to create a PFX or P12 file capable of being installed into the ordering software.

Important notes:

2 These procedures must be followed exactly. Variance from these procedures may render
the certificate invalid or require revocation by DEA due to policy violation.

% The owner of the certificate is required to be present for certificate export and is the only
person authorized to enter the certificate’s password.

% The CSOS CA encourages support representatives to not remove certificates from the
certificate store following export. Certificates should be stored permanently in the Web
browser in addition to being exported and installed into ordering software.

Certificate Export - Internet Explorer

Purpose: These certificate export instructions may be used to copy a certificate from the Internet
Explorer certificate store. Once the certificate has been exported it may be backed up,
transferred to another computer, or imported into the certificate store of the ordering software.

2\ The owner of the certificate is required to be present for certificate export and is the
only person authorized to enter the certificate’s password. Certificates exported without
the owner present are subject to certificate revocation by DEA.

1. Open Internet Explorer.
2. Open the Tools menu and select Internet Options.

’3 Controlled Substance Ordering System Homepage - Microso
J File Edit View Favorites | Tools Help
J $mBack v = ,@ @ /E Mail and News P Lo e

Synchronize. .. —
J Google - I Windows Update (€] htep://

Show Related Links

partm
\;—;om ot

(==

3. Switch to the Content tab and click the Certificates... button.
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Generall Secutilyl Privacy Content lConnectionsl F'roglamsl Advancedl

— Content Advisor

4 Ratings help you control the Intemet content that can be
‘? viewed on this computer.

Enable... | Settings... |

— Certificates

% Use certificates to positively identify yourself, certification
@l authorities, and publishers.

| LCertificates... I Publishers... |

— Personal information

5 AutoComplete stores previous entries AutoComplete. .. I
Ej and suggests matches for you, —
Microsoft Profile Assistant stores your My Profile... |
personal information. =

ok | cancel | sy |

4. Select the CSOS Certificate to export and click the Export button.

*  CSOS Certificates are issued by “CSOS CA.”

» CSOS Administrative Certificates expire three (3) years from the date of issuance.
» CSOS Signing Certificates expire when the associated DEA Registration expires.

» For a more detailed explanation of identifying certificates, see “Identifying CSOS
Certificates.”

Version 1.1 44



CSOS Certificate Support Guide

e 2

Intended purpose: |<A|I> :]

Personal I Other People I Intermediate Certification Authorities I Trusted Root Certificatiorll_’l

Issued To l Issued By ] Expiratio. .. l Friendly Mame ]
EadminCoord PostkCO €505 Pilot SubCa 5/5/2006 <MNone>
= administrator Administrator 8/20/2102  <None>

= Cert Thirteen PostKCO €SO3 Pilot SubCA S/4/2006 <Mone >

Impott... Export... Remove Advanced...

Certificate intended purposes

<all=

Close

e
View I

Please note: The certificate names used in this example will vary from what appears on your computer.

5. At the Certificate Export Wizard screen, click Next.
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Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
stare to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.,

To continue, click Mext.

uext:b | [ Cancel ]

6. Verify that “Yes, export the private key” is selected and click Next.

Certificate Export Wizard @

Export Private Key

(®)¥es, export the private key:

‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() No, do not export the private key

[ < Back ][ Mext > J[ Cancel ]

2\ If the “Yes, export the private key” option is not available, please contact DEA

E-Commerce Support.

Version 1.1

46




CSOS Certificate Support Guide

7. Select "Include all certificates in the certificate path if possible” and “Enable strong
protection (requires IE 5.0, NT 4.0 SP4 or above)” (if not selected already) and only
“Enable strong protection...” the click the Next button.

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file Formats.

Select the format you want to use:

(®) Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible

Enable strong protection (requires IE 5.0, NT 4,0 SP4 or above)

[]Delete the private key if the export is successful

[ < Back ]E_Aext> i [ Cancel ]

2\ Do not select “Delete the private key if the export is successful”

Notes:
* Including all certificates in the certificate path will store the E-Commerce Root and
CSOS Sub CA certificates (if found in this certificate store) with the exported PFX
certificate file.

» Deleting the private key will render useless the certificate in the certificate store. If
the PFX is lost, corrupted, or incorrectly exported, there will be not original certificate
(with private key) to work off of.

8. Type and confirm a backup password for the certificate.

This step allows for a backup password to be created for protection of the exported
certificate file (PFX file). The owner of the certificate must enter this password and be
the only person to know it. The password created may be the same as the certificate’s
private key password, which was created during retrieval.

Version 1.1 47



CSOS Certificate Support Guide

Certificate Export Wizard @

Password
To maintain security, you must protect the private key by using a password,

Type and confirm a password,

Password:
|********

Confirm password:
I********

[ < Back H Mext = ][ Cancel ]

2\ Only the owner of the certificate may enter and have knowledge of this
password.

The following error will be received if the typed Confirm password text does not match the

password.
Certificate Export Wizard @

! E The passwords do not match. Make sure the passwords are the same.

9. Atthe File to Export screen, click Browse.
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Certificate Export Wizard @

File to Export
Specify the name of the file you want to export

-

ile name:

| | Browse...

[ < Back ][ Next = ] [ Cancel ]

10. Select a location to export the file to.

* To save the file to the desktop, switch the 'Save in' drop down list to Desktop.

» The certificate may be exported to a different location, but if transferring the
certificate to another computer, exporting to the Desktop first is recommended.

Save As @
Savein: | (L) My Documents v ‘ D 2 E® El-
() Recent
o) | e
(L) My Documents
Recent ¢ My Computer
< Local Disk [C:)
7 < FAT32(D:)
L -5 DVD-RW Drive [E:)
Desktop e Removable Disk [F:)
|5) Shared Documents
=S [5) John Smith's Documents
) [2) My Documents
J l & My Netwark Places
My Documents i | Desktop Files
58
My Computer
&? File name: ‘ v Save
2 = —
Buteieaik B eticalInfomalion Eictiang ok v| [ cancsl |

11. Enter a name for the Certificate file in the 'File name:' field and click Save. Naming the
certificate is very important for identification purposes since the data in the certificate
will not be visible when the certificate is in the form of a PFX file. For this reason,
certificates with vague names are difficult to manage.
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 Signing Certificates should be named using one of the following naming
conventions:

o CSO0SOrdering or JohnOrdering o CSOSSigning or JohnSigning

o John_AB1234567 (please use when the subscriber has multiple certificates

+ Administrative Certificates should be named using one of the following naming

for multiple DEA Registration numbers)

conventions:

o CSOSAdmin or JohnAdmin

Save As

Recent
?‘, "
| ¢
Desktop
My Documents

oL

My Computer

<

My Network

Save in: l @ Desktop

2X

v ‘ o | 9 ,
1,:] My Documents
_rj My Computer
My Network Places
[)Deskrop Files
File hame: \JohnSigning v 1
Save as type: [Personal Information Exchange [*.pfx) v ‘

12. Verify that the 'Save as type' option is set to "Personal Information Exchange (*.pfx)".

Click Save.

13. Back at the File to Export screen, click Next.
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Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

C:\Documents and SettingsiJohn SmithiDeskkoplJohnSigning. pfx

[ < Back ][ Mext = ][ Cancel ]

14. At the Completing the Certificate Export Wizard screen, click Finish.

)

Certificate Export Wizard

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the Following settings:

File Name C:\Doc
Export Keys Yes
Include all certificates in the certification path  Yes
File Format Person
< >

[ < Back ][ Finish ] [ Cancel J

15. The Exporting your private exchange key! screen will vary depending on whether the
certificate has a private key password or not. If there is no private key password on the
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certificate, simply click OK. If there is a password, the certificate owner will be required
to enter it here before clicking OK.

2 Do not select the Remember password option check box.

2 Only the owner of the certificate is authorized to enter and have knowledge of
this password.

Exporting your private exchange key @

An application is requesting access to a Protected item.

CryptadPl Private Key 1

[] Remember password

[ 0K ][ Cancel ][ Details...

16. At the The export was successful screen, click OK.

Certificate Export Wizard @

The export was successful,

If the following error (or a similar one) is received, then the private key password was not

entered correctly. Remember, this password is case sensitive and was set during initial
retrieval.

Decryption error! @

! E Unable to access the Protected item. Please verify that the password you just entered is the correct one,
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Certificate Import

Certificate Import — Internet Explorer

Exporting a certificate from Internet Explorer creates a PFX file of the certificate. This file may
be transferred or backed up just like any other file. These certificate import procedures should
be used to install a PFX file into an Internet Explorer certificate store.

Use these certificate import procedures to:
+ Install a previously exported CSOS Certificate on a new computer.

» Install a CSOS Certificate that has been backed up (i.e. restore from floppy disk
backup after a hard drive crash).

» Install a previously exported CSOS Certificate for the purpose of setting a new
private key password (see “Certificate Transfer”).

1. Locate the PFX file and double click on it.

J H:\test_suite\test_suite\import

File Edit Yiew Favorites Tools Help A
@ Back ~ ) ? / Search ||~ Folders |*if|~
Address | ACSOS Certificates v EJ e

== JohnSmith_AB1234567.pfx
File and Folder Tasks A Personal Information E p‘ ange
g S KE
) Make a new folder

e Publish this Folder to the
Web

»

Other Places

) test_suite

() My Documents

W My Computer

\33 My Network Places

Details ¥

2. The Certificate Import Wizard opens. Click Next.
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Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next,

E“ugext> 3 [ Cancel

]

3. At the File to Import screen, click Next.

Certificate Import Wizard

=]

File to Import
Specify the file you want to import,

File name:

A:\CSOS Certificates\JohnSmith_AB1234567.pfx

Note: More than one certificate can be stored in a single file in the Following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.55T)

[ < Back ][ Next = ] [ Cancel

]
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4. Enter the certificate’s backup password. This is the password created when the PFX
certificate file was exported. If no backup password was set, leave this password field
blank.

Select both checkboxes to “Enable strong private key protection...” and “Mark this key
as exportable...”

2\ Not selecting both checkboxes will result in an unsecured and typically unusable (for
ordering purposes) certificate.

3 -
Certificate Import Wizard

Password
To maintain security, the private key was protected with a password,

Type the password for the private key,

Password:
lm«**********

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

Mark this key as exportable, This will allow you to back up or transport your
keys at a later time,

[ < Back ]E__Eext> i [ Cancel J

If the backup password was not entered correctly, the following prompt is displayed. Click OK
and attempt to enter the correct backup password again. Remember that a backup password may
not have been set, in which case the Password field should be left blank.

~

Certificate Import Wizard

Q The password you entered is incorrect,

5. Verify that Automatically select the certificate store... is selected and click the Next
button.
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v

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for

(3 Automatically select the certificate store based on the type of certificate:

(O Place all certificates in the following store

< Back ]I Next = ] ’ Cancel ]

6. Click the Finish button.

Certificate Import Wizard @

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the following settings:
Certificate Store Selected Automatically determined by t

Content PFX
File Name A:\CSOS Certificates\]..
< >

[ < Back J[ Finish ] [ Cancel J

7. The next steps allow for a private key password to be set. A private key password is a
policy requirement and is essential in protecting the digital certificate. Click the Set
Security Level button.
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Importing a new private exchange key

An application is creating a Protected item.

Crypta&Pl Private Key

Security level setto Medium | Set Security Level... {

| ok || Cancel || Detais.. |

8. Set the security level to High and click the Next button.

Importing a new private exchange key W

Choose a security level appropriate for this item.

@ High
Request my permission with a password when this
item is to be used.

O Medium
Request my permission when this item is to be used.

[ Next > ][ Cancel ]

9. Create the private key password.

2\ This information is to be entered and known by the owner of the certificate only!
The owner of the certificate is the individual whose name appears on the inside of the
postal mailed activation notice for this certificate. Knowledge of this password by any
party other than the certificate owner, including a co-worker, spouse, or support
representative, constitutes a private key compromise and the certificate is subject to
revocation by DEA.
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» Enter the name of the certificate owner in the Password for field. o The name does
not need to be entered in any specific format o This field is often grayed out and no

information may be entered. This is OK.

» Enter a password in the Password and Confirm fields.
o The customer must remember this password and do not share it with anyone o
If this password is forgotten, lost, or compromised a new certificate must be
issued. Please stress this issue if working with a customer

o This password is CaSe SeNslItIVE, therefore the customer must be aware of any
capitalization used when creating the password.

* When all fields are complete, click Finish.

~

Importing a new private exchange key W

Create a password to protect this item.

Create a new password for this item.
)
Password for:
. —
Password: I
Confirm: Soceunes

[ <Back |[ Finish | [ Cancel |

10. Click the OK button to continue. Note that the security level is now set to “High”.
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Importing a new private exchange key W

An application is creating a Protected item.

CryptodPl Private Key

£ OK 1[ Cancel ][ Details... ]

11. The fo lowing prompt indicates successful certificate import. Click the | OK button.
The certificate is now installed in the Internet Explorer certificate store for this computer.
The private key password will be required any time this certificate is used.

Certificate Import Wizard

-
1 ) The import was successful,

Certificate Transfer

Once exported/backed-up, certificates may be transferred just like any other file on a computer.
Certificate transfer is useful when a certificate needs to be installed for ordering on a different
computer than the computer used for retrieval.

2 During transfer, the certificate’s password will be required when accessing the certificate and
a new password will be created when installing the certificate, so it is very important that the
owner of the certificate is present for the transfer and is the only person controlling those
passwords.

1. Export (from Internet Explorer) or Backup (from Netscape or Firefox) the certificate(s) to
be transferred (see “Certificate Export™). The certificate should be exported to the
Desktop of the computer unless otherwise instructed.

2. The exported/backed-up certificate file (either PFX or P12) should then be moved to the
transfer media. Methods for certificate transfer include:

* Floppy disk
« CD/DVD
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* USB memory stick (a.k.a. “thumb drive” or “key drive”)

* Network — via a shared network drive (permissible only if the certificate’s private key
is protected by a password (i.e. a backup password is set).

* E-mail — least preferable and only permissible if the certificate’s private key is
protected by a password (i.e. a backup password is set). £\ Always delete the E-mail
once the certificate has been transferred.

3. Install the certificate on the new system in the browser’s certificate store and/or the
controlled substance ordering software’s store (see “Certificate Import™).

4. Once installed, all extra copies of the certificate file (PFX or P12) should be destroyed or
secured.

Certificates transferred via writable media (i.e. floppy disk, CD/DVD, memory stick)
should be deleted, destroyed, or stored as backup in a secure location (i.e. safe).

Certificates transferred via shared network drive or E-mail should be deleted once
installed in a certificate store. Organizations may store password-protected
certificates on shared network drives only if the computer/server is owned and
managed by the registrant location or registrant’s organization and proper access
controls are implemented on the shared drive.

Private Key Password Reset
These instructions pertain only to certificates being managed by Internet Explorer.

A private key password may only be set when installing a certificate into a certificate store. This
password is initially set during retrieval. The following procedures may be used to set or re-set a
private key password after the certificate has been retrieved.

The following steps may be used to:
» Create a private key password for a certificate that does not currently have one.

» Change an existing private key password for a given certificate.
The following steps cannot resolve forgotten passwords:
» Forgotten passwords may not be recovered. Should a password be forgotten, the

certificate will require revocation by the CSOS CA and a new certificate may be
issued to the subscriber.

2\ To ensure the integrity of the DEA E-Commerce PKI system, private key passwords must not
be shared. Should a party other than the subscriber acquire access to the  private  key
password, or to a cer ificate that is not private key password protected, the certificate must be
revoked by t the CSO CS A due to key compromise.

Instructions:
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1. Export the certificate from the Internet Explorer certificate store (see “Certificate Export
— Internet Explorer”™).

a. Create a backup password for the certificate during these certificate export steps.

b. If the certificate does not have a private key password, there will not be a prompt
to enter one on the last step.

c. If the certificate has a private key password, the certificate owner is required to
enter it on the last step.

2. Locate the exported PFX file and import it back into the Internet Explorer certificate store
(see “Certificate Import — Internet Explorer”).

a. When importing the certificate, the backup password created during the export
must be entered by the certificate owner.

b. The Import instructions explain how to set the certificate’s security level to high.
Doing so allows for a new private key password to be created for the certificate.

3. Delete the exported PFX file and empty the Windows Recycle Bin after the certificate
has been successfully imported.

4. The certificate in the Internet Explorer certificate store will be protected by the new
private key password. This password will be required whenever this certificate is
accessed.
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4. Terminology

Activation

Applicant
Approved Schedules

ARL

Authority Revocation
List

Backup

Backup Password

CA
Certificate

Certificate Manager

Certificate Revocation
List

Certificate Store

Controlled Substance
Ordering System

CRL

CSOS

CSOS Subordinate CA
CSOS Transaction

Version 1.1

Synonymous with Retrieval; The process downloading a CSOS Certificate
from the DEA E-Commerce Web site. Technically, this process creates a
digital certificate's public and private key pairs, notifies the CA of the public
key, and installs the certificate in the client's Web browser.

An individual applying for, but not yet issued, a CSOS digital certificate.
Each DEA Registration is approved for ordering a specific set of controlled
substance schedules. CSOS certificates include these approved schedules
in an OID field.

See Authority Revocation List.

A listing of revoked (invalidated) Certification Authority certificates. In the
CSOS framework, the E-Commerce Root CA publishes and signs this public
list, which would indicate whether any CSOS Sub CA certificate has been
revoked.

The process of creating a P12 Certificate file from a certificate in a Netscape
or Firefox Certificate Manager.

A password created during export/backup to protect the PFX/P12 certificate
file. Any access to this certificate file will require knowledge of the backup
password.

Certification Authority; A trusted third-party that issues digital certificates and
attests for the validity of each certificate issued.

See Digital Certificate.

The utility within Netscape and Firefox that allows access to certificates
retrieved and/or installed using that browser. Within the certificate manager,
certificates may be viewed, backed up, or imported.

A listing of revoked (invalidated) certificates. The CSOS CA publishes
multiple CRL(s) of all revoked CSOS certificates, which suppliers must verify
before authorizing each CSOS transaction.

The certificate storage location on a computer. Internet Explorer, Netscape,
and Firefox provide access to certificates that have been retrieved and/or
installed using that browser. This logical access location is referred to as the
browser's certificate store throughout this Guide. Specifically to Windows
and Internet Explorer, there are several certificate stores. CSOS subscriber
certificates (both Signing and Administrative) are held in the Personal store.
The CSOS Sub CA certificate is held in the Intermediate Certification
Authorities store. The DEA E-Commerce Root CA certificate is held in the
Trusted Root Certificate Authorities store.

DEA's framework allowing for electronic ordering of Schedule | and I
controlled substances without the requirement for a paper form DEA-222.
For more information, please reference www.DEAecom.gov/about.html
See Certificate Revocation List.

See Controlled Substance Ordering System.

DEA's certification authority (CA) for signing CSOS Subscriber Certificates
and the Certificate Revocation Lists (CRLS).
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An electronic controlled substance ordering that has been digitally signed
with the purchaser's CSOS certificate and placed using CSOS enabled
ordering software.
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Digital Certificate

E-Commerce Root
CA

Enrollment
Export
Import

Internet Explorer

Master Password

Microsoft

Management Console

(MMC)

MMC
Mozilla Firefox

Netscape Browser

OoIb

Ordering Schedules
P12 File

PFX File

Private Key

Version 1.1

A digital identity used to "sign" electronic communications including E-mails
and controlled substance orders. CSOS Subscriber certificates bind publicly
known information with a secret key to prove that a communication came
from an authorized individual and to prevent that individual from being able
to deny having digitally signed that communication.

The certificate authority at the top of the certificate chain or PKI hierarchy.
DEA's E-Commerce Root CA has a "self-signed", or self issued, certificate
that is used to sign CSOS Sub CA certificates and the Authority Revocation
List (ARL).

The process of requesting and being approved for a CSOS digital certificate.

The process of creating a PFX Certificate file from a certificate in an Internet
Explorer certificate store.

The process of installing a PFX or P12 Certificate file into a Web browser
certificate store.

A Web browser developed by Microsoft that is supported by the DEA
ECommerce program. Internet Explorer is available for download from
www.microsoft.com.

A password in Netscape that protects access to data stored within the
browser. This password is typically created by the user during the first
certificate retrieval, and is then required for all subsequent retrievals and any
time a certificate is accessed (i.e. during a certificate backup).

A utility in the Windows operating system that, among other services,
provides access (an interface) to digital certificates installed on that
computer and allows for certificate management (importing, exporting, etc).

see Microsoft Management Console (MMC)

A Web browser developed by Mozilla that is not supported by the DEA E-
Commerce program. Firefox should not be used for retrieving CSOS
Certificates, however many certificates retrieved using Firefox may still be
valid for CSOS ordering.

A Web browser developed by Netscape that is supported by the DEA
ECommerce program. Netscape browser is available for download from
www.nhetscape.com.

Object Identifier. Certificate data fields specifically defined by DEA for
CSOS certificate information.

See Approved Schedules.

A certificate file created by backing up a certificate in a Netscape or Firefox
certificate store.

A certificate file created by exporting a certificate from an Internet Explorer
certificate store.

The component of a digital certificate that is kept secret. The private key is
used when digitally signing electronic orders and other communications. A
digital signature using the private key is proof that the order or
communication came from the individual named in the associated certificate.

64



CSOS Certificate Support Guide

Private Key Password A password that protects access to a certificate’s secret component used for

Public Key

Relying Party

Renewal

Retrieval

Revocation

Root CA Schedule
Sub CA
Subscriber

Web browser
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digital signatures. The private key password is created by the certificate’s
owner during initial retrieval and when installing the certificate into a
certificate store. Any time the certificate is accessed, this password is
required, so it is very important not to forget this password. Additionally,
DEA has strict requirements for the protection of this password. The
password must not be used or known by anyone other than the individual
who DEA issued the certificate to.

The publicly known component of a digital certificate. The public key is used
to verify the validity of digital signatures on electronic orders and other
communications.

A participant in an electronic order for controlled substances other than the
purchaser. In the majority of CSOS documentation, the term relying party is
synonymous with “supplier.”

The process of requesting a new CSOS digital certificate when the current

certificate is about to expire or has already expired. For more information,
please reference www.deaecom.gov/renew.html

Synonymous with Activation; The process downloading a CSOS Certificate
from the DEA E-Commerce Web site. Technically, this process creates a
digital certificate's public and private key pairs, notifies the CA of the public
key, and installs the certificate in the client's Web browser.

The process of invalidating a digital certificate before it has expired. A
revoked certificate is no longer valid for placing electronic orders for
controlled substances or for digitally signing communications. For more
information, please reference www.deaecom.gov/revoke.html

See E-Commerce Root CA

See Approved Schedules.

See CSOS Subordinate CA

An individual who has been issued a CSOS digital certificate in his/her name.
A software application used for viewing Web pages. Web browsers such as
Internet Explorer and Netscape (both recommended) and Mozilla Firefox
(not supported by DEA's E-Commerce program) have the capability to
retrieve certificates from a Web page and store them in a certificate store.

65



CSOS Certificate Support Guide

5. DEA Diversion E-Commerce Support

Please contact DEA Diversion E-Commerce Support for assistance in supporting CSOS
subscribers. The support staff has access to customer records and certificate information
that may be helpful in troubleshooting customer issues.

Contact Information:

E-mail: csossupport@deaecom.gov

Phone: 1-877-DEA-ECOM
1-877-332-3266

Address: DEA Headquarters
Attention: ODR Mailroom / CSOS
8701 Morrissette Drive
Springfield, VA 22152

The official source for CSOS related information is:

http://www.DEAecom.gov/
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