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1.0 CSOS Overview

CSOS provides an electronic equivalent of the Drug Enforcement Administration (DEA) Form 222 to
DEA registrants. Each DEA registrant receives a digital certificate used to electronically sign
controlled substance orders. CSOS is an integrated infrastructure system consisting of virtual
servers, communications equipment, and applications. It issues and manages digital certificates to
approved DEA subscribers.

This Subscriber Manual provides subscribers information on how to enroll in the DEA’s CSOS
program. Once a subscriber has successfully enrolled with CSOS and obtained his/her digital
certificate(s), may he/she may place electronic orders for controlled substances with participating
suppliers/wholesalers using approved CSOS ordering software applications.

1.1 CSOS Certificates

CSOS signing certificates contain unique information that links individual subscribers with their
unique DEA registration, which allows registrants to sign and submit orders for controlled
substances which they have registered with the DEA. All subscribers (registrant) requesting the
capability to sign electronic Schedule I and II controlled substance orders must obtain his/her own
CSOS Signing Certificate. Each signing certificate is specific to one DEA registration number
and applicable to a single individual.

If a subscriber has multiple DEA registration numbers, each registration must have its own signing
certificate.

1.2 First Registrant

The First Registrant is the name given to the first subscriber to request a roll for any given DEA
registration. A Registrant roll must be requested and approved before any other roll may be
created. Please refer to section 2.0 CSOS Enrollment Guidance for further information about the
initial enrollment process.
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1.3 CSOS Subscriber Roles

Upon logging into CSOS for the first time, a subscriber must first enroll in a role. This Subscriber Manual contains enrollment instructions in

Sections 2 and 3, specific to each subscriber role.

CSOS Subscriber . . . . . . Power of
First Registrant Registrant Admin Coordinator Coordinator
Role Attorney

. IIlII

Requlred role?

L -----
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1.4 Basic Overview
Below is a high-level diagram depicting a basic overview of the CSOS enrollment process:

e Review Terms * You Will N,eeq e Agree to share
of access for S I‘;’:f'r";argzs s e information
All USERS €S0 login REDIRECT 1O el CCINEEONE  with the CSOS
ReYclYRCIo IR ° Copyof driver'slice SUCCESSFUL [ty
CSOS WEB page including applicant’s photo pp
AIE NS o select Sign Up SN .« social Security Number SRS o Redirects back
VERIEICATI O [ VERIFICATION to CSOS
to Create * Phone number : :
Account application
e Access email * Setup multifactor . Af.;ll:i\}:e csosI users
to activate authentcation :Ic;teda;:met?e?rs
CSOS CSOS account SIGNIN § ngza'“ Seauiiy CSOS profiles
—> QIECelVG - Createnew TO CSOS (it Oy« New users wil have
password & profile with q :
CREATION i ACCOUNT busi REQU ESTS and have an active
security : l;smess. registration number
questionS information
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2.0 CSOS Enrollment Guidance

All new and existing users must create a CSOS account the first time the site is accessed.

This section identifies high-level enrollment 1 steps and is intended to guide subscribers through
the enrollment request process.

The following sections (2.1-2.7) include:

e Login.gov and CSOS account creation process

o Helpful links

e (CSOS login process

e Dashboard overview

e Registrant enrollment request process

e Registration Authority (RA) approval process overview

e Certification Authority (CA) approval processes overview

Note: all applicants are redirected to Login.gov during first-time CSOS web application login.

Diversion Control Division Controlled Substance Ordering System (CSOS)

Drug Enforcement Administration

Home Frequently Asked Questions

Welcome to CSOS Login

0

WARNING Login
You are accessing U.S technology and/or systems which includes: Instructions: Select a login method to continue

(1) this information technology,

(2) this information system,

(3) allinformation technology devices connected to this network, and

(4) all devices and storage media attached to this information system or to information technology on this network

SiGNUP

This information technology and information system is provided for U.S. thorized use only. L or improper use may result in disciplinary Having trouble logging in? Contact CSOS Service Desk at 1-877-DEA-ECOM (1-877-332-3266 ) or
action as well as civil and/or criminal penalties. By using this information technology and/or information system, you understand and consent to the following: csossupport@deaecom.gov for assistance.
+ You have no reasonable expectation of privacy regarding any communications transmitted through or data stored on this information technology and/or

information system. At any time, the government may monitor, intercept, search and/or seize data transiting or stored on this information technology and/or

information system SIGN UP INSTRUCTIONS

+ Any communication transmitted through or data stored on this information technology and/or information system may be disclosed or used for any lawful

govemment purpose

+ Your consent s final and irrevocable. You may not rely on any statements or informal policies purporting to provide you with any expectation of privacy regarding
communications on this system.

For further information, see the Department order on Use and Monitoring of DOJ Information Technology, Information Systems, and Access to an Authorized Users’
Electronic Information.

Figure 1: CSOS Home screen

This screen is the primary CSOS Access Screen and allows Subscribers to perform a range of
actions. From this screen, several actions are possible:

e Sign up for a new CSOS account
e Login to an existing CSOS account
o View the CSOS Frequently Asked Questions (FAQ) page

To successfully enroll and use the CSOS Web Application, review the appendices listed below and
explicitly agree to abide by their terms and attestations. Form completion steps are provided in Step 4
of the enrollment process:

o Registrant Attestation (see Appendix C)
e Registrant Agreement (see Appendix D)
e Subscriber Agreement (see Appendix E)
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The above documents will be downloaded when creating any enrollment request.

e Login.gov and CSOS account creation process

2.1 Login.gov and CSOS Account Creation
1.  Select Sign-Up (located on the right side of the Home screen) to begin the account creation
process.

Login
Instructions: Select a login method to continue

SIGN UP

Having trouble logging in? Contact CSOS Service Desk at 1-877-DEA-ECOM (1-877-332-3266 ) or
csossupport@deaecom.gov for assistance.

Figure 2 - Login Instructions, Sign Up

2. CSOS displays login instructions. Read login instructions, then select Sign Up to continue.

CSOS Signup

The CSOS signup process will require Identity Verification by Login.gov as well as CSOS self-registration. Below is the signup instruction
1. You will be redirected to Login.gov
2. Follow the Login.gov instructions for Identity Verification
3. After successful Identity Verification, you will be redirected back to CSOS
4. Follow CSOS instructions to self-registration

Figure 3: Sign Up Instructions

3.  The subscriber is redirected to the Login.Gov application and is prompted to select either
Sign In or Create a New Account. The subscriber creates a Login.gov account.

Note: for issues creating an account in the Login.gov system, contact Login.gov or visit
https://login.gov/help for additional support.

5 | Controlled Substance Ordering System, DEA Sensitive


https://login.gov/help
https://Login.gov
https://Login.gov
https://Login.gov
https://Login.Gov
https://Login.gov
https://Login.gov

Subscriber Manual, Version 3.2 | August 26, 2025

Email address

Password

[ Show password

First time using Login.gov?

[ Create an account ]

Sign in with your government employee ID
' If you're creating an account, you'll need a current
= state-issued ID.

Figure 4: Login.gov Sign In

Once Login.gov has verified the subscriber’s identity, the subscriber is redirected back to
the CSOS web application.

The subscriber selects OK to continue.

An email confirming identity verification is sent to the previously-registered email address.

O LOGIN.GOV

You verified your identity with
Controlled Substances Ordering
System (CSOS).

You successfully verified your identity with Controlled
Substances Ordering System (CSOS) on April 15, 2024 using
Login.gov. If you did not perform this action, please contact us
and sign in to change your password.

Please do not reply to this message. If you need help, visit
login.gov/help/

Figure 5: Identity Verified Email
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7. Select OK to continue.

CSOs

We have created your account for CSOS 2.0. Please access email to reset your password. ‘

Figure 6: CSOS Account Created

8.  Select Activate Drug Enforcement Administration Account to continue.

Note that the button and link in the email will expire after 30 days. You will need to contact
the Helpdesk if the button and link has expired.

Welcome to DEA CSOS!
Hi

DEA CSOS has created an account for you.
Click the following link to activate your DEA CSOS account:

Activate Drug Enforcement Administration Account

This link expires in 30 days.

Your username is
Your organization's sign-in page is https://deaecom.gov/csos2

If you experience difficulties accessing your account, you can send a help request to your
system administrator using the link: https://deaecom.gov/csos2/help/login

This is an automatically ¢

y g€

nerated message from DEA CSOS. Replies are not monitored or answerec
Figure 7: Welcome Email

As this is the first time logging in, CSOS requires you to reset your password. To facilitate this
password change, an email will be sent to the email address you entered during your account
creation. In this email there will be a link to DEA CSOS’s external user password change
application. Here you will find password development guidance and the New Password entry
field. Your username is provided in the email and can be located in the grey box.

9.  CSOS will require you to create a new password.

Note, this is not the same password that was created in Login.gov. You are now creating a new
password specifically for CSOS.

7 | Controlled Substance Ordering System, DEA Sensitive
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10. Click the Reset Password button to continue.

-

Reset your Drug Enforcement
Administration password

Password requirements:

* At least 10 characters

+ Alowercase letter

= An uppercase letter

* A number

* No parts of your username

* Password can't be the same as your last 10
passwords

New password

Re-enter password

t Password

Return to authenticator list

Back to signin

Figure 8: Password Reset
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11.  Click the Send me the code button to have CSOS send a text message to your email address.

Set up Email Authentication

Send a verification code to your registered email.

Send me the code

Back to factor list

Figure 9: Send Authentication Code

You will receive an email from CSOS with the subject line: “Action Required: Confirm your
email address.” The email will contain a verification code.

Drug Enforcement Administration Action Required:
One-time verification code

Hi

You are receiving this email because a request was made for a one-time code that can
be used for authentication.

Please enter the following code for verification:
141905

If you believe you have received this email in error, please reach out to your system
administrator.

This is an automatically generated message from Drug_Enforcement Administration DEV.

Replies are not monitored or answered.

Figure 10: Verification Code Email
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39. Enter the verification code you received in the email

Set up Email Authentication

A verncation code was sent to

Check your email and

enter the code below

Verification code

Figure 11: Enter Verification Code
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After you reset your password, you will be prompted to set up Multifactor Authentication (MFA)
through Okta.

40. Select a form of MFA, and follow the onscreen prompts.

okta

Set up multifactor authentication

Your company requires multifactor authentication to
add an additional layer of security when signing in
to your Okta account

e Okta Verify

Enter single-use code from the mobile
app.

Setup

* Google Authenticator
Enter single-use code from the mobile
app.

Setup

Email Authentication

Enter a verification code sent to your
email.

Setup

Figure 12: MFA Selection
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Okta will send an automated email (similar to one show below) confirming that MFA has been
set up properly.

MFA Factor Enrolled

o Okta <noreply@test-account.dev>
To

(@) 1f there are problems with how this message is displayed, diick here to view it in a web browser.

okta

A multi-factor authenticator has been enrolled for your account

Details

Okta Verify
Tuesday, June 18, 2024

Performed by:
Don't recognize this activity?

Your account may have been compromised; we recommend reporting the
suspicious activity to your organization.

[Report Suspicious Activit

The security of your account is very important to us and we want to ensure
that you are updated when important actions are taken.

his messa: 18, 2024, at 6:26:01 PM

Coordinat

snerated by Okta on Tue
re not monitored o ar

Figure 13: MFA Confirmation
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2.2 Helpful Links

At any time while signing in, you can click the Need Help Signing In link to bring you to the Sign-in
Help page.

Sign'ln Help < Back to Sign-In Page

Okta is an on-demand service that allows you to easily sign in to all the applications your organization
uses through a single login.

Once you sign in, your Okta home page displays all your applications in one location. Simply, click the
application's corresponding icon and each application opens in a new browser window or tab and you
are automatically logged-in.

Table of Contents

Frequently Asked Questions
e What should | do if | forget my username or password?
How Tos

® Sign in to your Organization

® Report a Security Issue

Figure 14: Sign-in Help
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2.3 CSOS Login

Login.gov will now return you to the CSOS Web Application, where you will proceed to log in for the
first time. You must first create a user profile, entering your phone and address information, before
progressing further.

1. Now that you have created a Login.gov account, click the Sign In button.

Login
Instructions: Select a login method to continue

SIGN UP

Having trouble logging in? Contact CSOS Service Desk at 1-877-DEA-ECOM (1-877-332-3266 ) or
csossupport@deaecom.gov for assistance.

Figure 15: Login

2. Follow the onscreen prompts to complete your initial login and begin populating your
profile with needed information. CSOS enrollment now requires you to enter your Business
Phone and Business Address information.

3. Click the Submit button.

My Information

CSOS Status: my status COLLAPSEV

Email :

Phone *:

—Business Mailing Address

Address *:
Suite / Room / Floor :

City *: State *: N ZIP Code *:

Note: Please make sure to enter your business mailing address.

Figure 16: My Information
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CSOS Update User Profile

user profile update success.

Figure 17: User Profile Updated

If you previously subscribed with a paper form, then your information will be imported over to

your new CSOS account.

If your information has not been migrated, contact the CSOS Helpdesk (1-800-882-9539) for

further assistance.

2.4 Subscriber Dashboard

The Subscriber Dashboard is the central interface from which you will create and track all of your
CSOS details and requests. It is divided into two primary sections, depending on your role:

e My Information
e Registrants and Coordinators

Diversion Control Division Controlled Substances Ordering System (CSOS)

Drug Enforcement Administration

My Information

CSOS Status: my stalus

Subscriber Information
Account Id:

Email:

Phone:

Business Mailing Address:

Current DEA Registrations ~ Status of Requests Create Request

Action RequestID  Type Role Updated Date ~ Status Additional Information
COLAPSEY ENROLL Registrant  Apr26,2023  SUBMITTED

DEA Registration Numbers:

Comments

COLLAPSEV

Requestor Email

Figure 18: My Information Dashboard
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2.5 Registrant Enroliment Request Creation

Note that this must be completed for first time subscribers. No other action may be taken until the
First Registrant has enrolled into CSOS.

Ifyou are a current CSOS subscriber, or have previously registered with CSOS using a paper
application, click on the Current DEA Registrations tab to verify your available DEA registrations
(see 4.1.1: Current DEA Registrations for more information).

Perform the following steps to create an Enrollment request:

CSOS Certificates Status of Requests Create Request

Step 1 - Select Request Type

Request Type *: | Enroll S )

Role *: S : ]

Comments :

* fields are required

Figure 19: Create Registrant Enrollment Request

1. Select the Select Request Type tab (Step 1).

2. Select Enroll from the Request Type menu.

3. Select Registrant, Principal Coordinator, Alternate Coordinator, Power of Attorney,
Admin Principal Coordinator, or Admin Alternative Coordinator from the Role menu.

Note: selecting another role without a Registrant previously approved will return an error.
4. Indicate whether this registrant will fulfill the role of CSOS Principal Coordinator.
Note: the Power of Attorney role may not be a Principal Coordinator.
5. Add any additional comments relevant to the created request in the Comments field.

Step 2 - Add DEA Registration Number

DEA Number Selection Options @

Add DEA Number @ ImportFile O Select from List O

DEA Registration # *: [: ]

Figure 20: Enter DEA Registration Number(s)
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a. Inthe Add DEA Registration Number block (Step 2), you can add, import or select
your DEA Registration Number and associate it with your profile. If you wish to
manually add a DEA number, select the Add DEA Number radio button.

DEA Registration # *: (; ]

i. Enter a valid DEA number in the DEA Registration # field.
ii. Click the Add button.

b. If you wish to import a DEA number from a CSV file, select the Import File radio
button.

Step 2 - Add DEA Registration Number

DEA Number Selection Options @

Add DEA Number QO Import File @ Select from List O

IMPORT DEA NUMBER. CLICK TO SELECT A TXT FILE... l @ DEA Registration Number sample file

i. Select the Import File radio button and then Click “Import DEA Number
Click to Select a File button to import a CSV file.

File Edit Format View Help
document:
type: license
first_name:
last_name:
middle_name:
addressl:
address2:
city:
state:
zipcode:
dob:
phone:
state_id_number:
state_id_type: drivers_license
state_id_jurisdiction:

Figure 21: Sample CSV File

c. Ifyou wish to select one or more DEA numbers from a list, click the Select from List
radio button. Complete the following steps:
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Step 2 - Add DEA Registration Number

DEA Number Selection Options @

Add DEA Number Q ImportFile O Select from List| @

Chaincode

e Taxid - City State -OR- ZIP Code [:]
usiness

SEARCH CLEAR

No matching records found. Please change the filter criteria

i. Check the Chaincode Business checkbox if you are part of a retail chain. If
you are not, leave this box unchecked.
ii. Inthe drop-down box displaying “Tax ID”, select the identifier you wish to
link to from the menu: Tax ID, SSN, National Provider Identification (NPI), or
DEA Number.
iii. Enter the required information in the valid Tax ID, SSN, NPI, or DEA Number
now. Optionally, you may also enter a City, State, or Zip code.
iv. Click the Search button.
v. Check one or more of the DEA numbers that appear in the list.
vi. Click the Add button.
6. Click the Validate and Save button to validate the added DEA number(s).
a. Ifthe DEA Number does not pass validation, this will be reported. Consult the
Validation Troubleshooting table (section 4.1.4) to resolve the issue.
7. Added DEA numbers will be listed in Step 3 beginning with:

Step 3 - Review DEA Registration Numbers

Empty DEA Registration Number List

Step 4 - Validate, Save, and Submit

Status: NEW

a. Options to Update and Remove the DEA number
b. If necessary, a warning validation error.
8. To complete Step 4, click the Submit button.
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9. You must read through, download the following CSOS agreements, and then agree by
clicking the Submit button in order to proceed:

CS0S Submit Request

United States Department of Justice Drug Enforcement Administration
Controlled Substance Ordering System (CSOS) Registrant Agreement

You must download and save all documents before submitting the request.

DECLINE DOWNLOAD B

Figure 22: Download CSOS Agreements

Registrant Attestation
Registrant Agreement
Subscriber Agreement
Privacy Policy

10. After downloading all of the CSOS agreements, click the Submit button.
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2.6 Registration Authority Approval Process

This section is provided for informational purposes only. No direct action is expected from the
subscriber.

Note that the Registration Authority (RA) will only approve the First Registrant enrollment. All other
roles will be approved by the First Registrant.

Once the RA receives the First Registrant request, the RA then verifies that the Subscriber is a DEA
registrant. After verification is obtained, the First Registrant is enrolled in CSOS.

2.7 Certification Authority Approval Process

Once enrollment is complete, DEA sends the applicant an Activation Notice via E-mail along with a
hardcopy version document to be delivered by the U.S. Postal Service (USPS) for each CSOS Digital
Certificate issued. These Activation Notices are to be used by the Subscriber for retrieving their
CSOS Digital Certificate(s) via the DEA’s Secure Digital Certificate Retrieval Web page.

For each CSOS Certificate issued:

e An Access Code is sent via email to the Subscriber’s email account as stated in their
application and originating from csos2@DEAecom.gov

e An Access Code Password, Web site address for Certificate retrieval, and Web site log-in
information is sent in hardcopy via USPS mail to the Coordinator, whose address was
provided by the Subscriber.

After receiving their Digital Certificate Retrieval information, the subscriber applicant and now
certificate owner accesses the DEA’s secure Digital Certificate Retrieval Web site to retrieve a copy
of their CSOS Digital Certificate(s). Instructions for retrieving CSOS Digital Certificates are provided
in Section 3.0 of this Subscriber Manual.
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3.0 CSOS Digital Certificate Retrieval

The process of retrieving and installing a CSOS Digital Certificate begins with the creation of the
digital certificate and storing it on the Subscriber’s Internet browser. This certificate may remain in
the browser application until the vendor ordering software is installed on the computer.

% Activate CSOS Certificates on the computer that will be used for electronic ordering of
controlled substances. Certificates may be transferred to other computers. To place an electronic
order, the certificate will need to be present on the ordering computer.

i, Only the owner of the certificate may retrieve it.
I Certificates may only be retrieved once.
% Do not disclose the Certificate’s password to anyone.

This section discusses the technical requirements and processes for retrieving a CSOS digital
certificate. Certificates may be retrieved once the applicant has received an Email and a mailed
activation notice for the Certificate. One Email and postal mail document pair will be sent for each
Certificate.

1. CSOS Signing Certificate activation notices contain a DEA Registration number. The Email
and postal mail document should be matched based on the certificate owner’s name and the
DEA Registration number.
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3.1 CSOS Digital Certificate Retrieval Instructions

3.1.1 Policy Agreement
The owner of the certificate is required to review the following policy information, and click I
Accept to indicate that he/she understands and agrees to comply with the stated policy.

&CSOS Certificate Retrieva i

Pﬂliﬂ! Mﬂma“‘- WEI'E_EME to the_tSDS Certificate Pokty dotumants available far
Retricwal Web site raview:

Yiud oie alioul b felfievg your poraonl dgital cerlifices, whech alloes you o digilally

sign [pprova) shactronic ordam for controlisd substANCo. 4
Piasss fl that Tis camficmn i a personal on-line identity ssa memsies

it mast b profscind, @ reguinsd by (he CSOS Subscnter Agroamsnt that you sccepsad

wihan erroiling in the C506 Program.

To prodect your digital comsfcabe and pour entity, [Bderal law requires mae

M 1 COmTficane: De PRtrirand AN e cnity ry 168 Queni, Wi I8 the incividil 5300
o6 [H BCVASSN Natices Bant by DEA;

P ihe cerifliooio’s password, which i Cieaied Dy 1he owner dunng revieval, must
bar st oniy by tho Donificole’s gwner without oy oifser individunl hoving knowieogo
of By passeeraid

MG oo, inchading your wholnsiin!, co-workoi, famidy, comgay, of DEA &
AT el L ke o paidsear il Aldn, pledise rodo Pl This i of, fe
jprorvided by DEA

Filure 10 obige by tw CS0E Subscriber Agreement amd the Code of Fodersl Rograatons
will result i DEA revoking (derying) your obity bo ploce slechonic oroors.

Figure 23: Policy Agreement

3.1.2 Certificate Trust Setup
DEA’s Certification Authority (CA) has two CA Certificates:

e Root CA 1 Certificate: Install the CSOS Root CA
e Sub CA 1 Certificate: Install the CSOS Sub CA 1

Install the Root CA 1, as well as Sub CA 1 certificates as documented on the side panel of the Web
page and in the following steps. These CA certificate installations are required once per ordering
computer. If you are unsure whether the certificates have been installed, you may do so again, since
there is no harm in installing the CA certificates multiple times.

When finished, click the Click to continue after installing all DEA CA Certificates button at the
bottom of the screen.
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3.1.3 CSOS Digital Certificate Retrieval Website Login

Pﬁ_ CSOS Certificate Retrieval

Retrieval Assistance

Perform these steps for BOTH CA
Before using your personal CSOS Certificate(s), both of DEA's CA Certificates must be installed. Installing DEA’s CA Certificates Certificates.
allows your computer to trust your personal CSOS Certificate(s). Instructions may be found on the right side of the screen.

Internet Explorer steps:

Select the CA certificate to install.
Click the Open button.

Click the Install Certificate button.
Click the Next button.

Click the Next button again.

Click the Finish button.

(If prompted) Click the Yes button.
Click the OK button.

Firefox steps:

@ Root CA 1 Certificate: Install the CSOS Root CA

@ Sub CA 1 Certificate: Install the CSOS Sub CA

PNouswNE

Click to continue after installing the DEA CA Certificates
1. Select the CA certificate to install.
2. Select the two check boxes and click
the OK button.

Figure 24: Website Login

3.1.3.1 Certificate Activation Supporting Information
In order to retrieve your CSOS Digital Certificate, the following items will be needed:

e Access Code - located in the Email from csos2@deaecom.gov
e Access Code Password - indicated on the mailed document from DEA

Each certificate has a unique Access Code and Access Code Password. If you have received multiple
postal mail activation notices, then there are multiple certificates to retrieve, each with a different
Access Code and Access Code Password.

Match each Certificate's Access Code (from the Email) with its corresponding Access Code
Password (from the USPS mailed document) using the DEA Registration Number located in the
Email.

3.1.3.2 Secure Log in Information
1. Click the Retrieve a CSOS Certificate button.

m @ Secure Log in Information:
[

Haillsy Aipmaniant S " g 2 i z
Frusas Salug s fter clicking the "Retrieve a CSOS Certificate” button you will be prompted for a

LT ={Username and Password. Please use the Website Username and Website
rduimPassword on Step 2 (in blue text) of the mailed document from DEA.

o

| Retrieve a CSOS Certificate |

. ayu Torde Banaweard - it o the e demirmark from DEA

(@) Securs Leg in Informatian

Figure 25: Secure Log in Information
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2. Enter the Website Username and Website Password from Step 2 of the postal mail
activation notice from DEA. The Password is cAsE sEnSiTiVe and may contain special
characters such as @, #, and $.

o Website Username: DEACERT3266
e Website Password: 4Cert2$ign88

@ www.deaecom.gov
This site is asking you to sign in,

Username

OO0

Password

Figure 26: Certificate Warning

Siep 2 - Use this information to login to the DEA E-Commerce Certificaie Reirieval Web page
Web site &ddress: =Weh gite Address=

Web site Usermarne: =Web site Username=

Web site Password: <Web site Password=

Figure 27: Website Username and Password
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3.1.3.3 Enter Certificate Activation Information

B 505 Certificate Retrieval oS v Ea

activation notice from DEA
Halllsy Aeprsanan @ Enter Certificate Activation Information

| TUSTISETOD]
VVEDBIE] L'J-_'ﬂ.l.l Please enter the Access Code (from E-mail) and Access Code Password (from the postal mailed-dGcument) that you received from DEA. b. The Access Code
Activation Codes Password is found on Step

Three of the postal mailed

@ Access Code: ~ activation notice from DEA.
Itis a combination of
@ Access Code Password: numbers and capital

letters.

| Submit Request ” Start Over ‘

Figure 28: Enter Cert Activation Information

1. Enter the Access Code for this certificate. The Access Code may be found in the Email from
DEA (csos2@deaecom.gov) and is specific to this certificate only.

2. Enter the Access Code Password for this certificate. The Access Code may be found in Step 3
of the USPS mailed document from DEA and is specific to this certificate only. The Access
Code Password is a combination of numbers and letters separated by dashes (the dashes
are optional).

Siep 3 - Uie this Aevess Code Pasrword, along with the Access Code from your E-Mail to aetivate your certificae
Mcoess Cooe Passoord <Acoess Code Passwond=

Figure 29: Enter Access Code

3. Click the Submit Request button.
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3.1.4 Supported Browsers

Firefox is the only browser supported by DEA. No other browser is supported by DEA. Firefox will
store the CSOS user certificate as a password protected file located in the users Downloads
directory (.p12 file). No additional security setup is required.

Note that installing a certificate into the computer’s Certificate Store will depend on the requirements
of the third-party ordering software. This is only to be completed with direction from the third-party
ordering software.

3.1.4.1 Enter a File Name and Password
1. Enter a descriptive filename in the P12 File name box.
2. Enter a new password and confirm the password.
3. Click the “Download the certificate as P12 file” link.

mn S x e @ p

CS0S Certificate Success x | IS 8.5 Detailed Error - 404,0 - Not - X | A

< ¢ o @ & htps://vww deaecom.gov/cda-cgi/dientegiexe - @ 1 LD ¥ =

CSOS Certificate Retrieval e

Retrieval Assistance

Fullsy Agraamant Download Certificate # Firefox Retrieval Demonstration
it Satiy @ ,
ey 2 Firefox Retrieval Instructions
WEDSIHERIOYIT) Enter a File Name and Password - the process will create a .p12 file with the selected
ACUYETIO [>008 name in your Downloads airectory. You can leave out the extension, and a .pl2 extension % CS0S Subscriber Manual

e Downloads directory. Yc e t the exte d 3 .p12 ext 2

will sutomatically be added. If you leave this field biank, a default value of 'user.p12" will be used.

Set Keylength 7 Retrieval Q8A's

P12 File name:

2 Contact DEA E-Commerce Suppol

P12 Password:

Confirm Password:

Downioad p12 file. It will be saved to your Downloads folder.

Download certificate as P12 file

Find in pag Highlight All  Match Case  Whole Words X

A SN

S12AM

< PED g

Figure 30: CSOS Certificate Retrieval
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3.1.4.2 Save the Certificate to a .p12 File

File View VM

En S EGER SR

CS0S Certificate Success X ‘ 1S 8.5 Detailed Error - 404.0 - Not . X ‘ e

&« c @ D) =0 g, https;//www.deaecom.gov/cda-docs/html/cdansacceptht B - %4 +In@D & =

CSOS Certificate Retrieval )

FWYWF ? riber Manual

§ FOSTSETIPY Successful CS0S Certificate retrieval % Retrieval OBA'S
1 ieval O

Wi i b

Hlaw S _'J-ﬂhl You have successfully retrieved your CS0S Certificate. This certificate can be used to securely identify yourself within the

Astlizillun Suelss cso5 program. Please note that this digital certificate has been installed on this computer and may not be ? Contact DEA E-Commerce Support
Ha iyl in retrieved/activated again.

SR A
l':l‘l:‘?:';"‘"‘u Satuy This Certificate is for use only by the indi| Opening BobSmithCSOSCertp12 i_

if any individual (including co-workers, family]| You have chosen to open: =
i has

of the certificate’s [} BobSmithCSOSCert.p12

Any other individual requiring the ability to si whichis: p12 File (54 KB)
lprogram to raquest his/her own C50S Certif| from: blob:

Return to mair ‘What should Firefox de with this file?

b4 - (@)/Save File
* How do 1 verify that m ificate is on m Sl

7 Do 1 need to print my Certificate? Do this automatically for files like this from now on.
»
* wh I W th Vs i

? Do 1 still need paper 222 forms? oK Cancel
How do [ start placing electronic orders?How

Back to Top | DEA E-Com Home | Privacy Statement | Contact Support

Find in page Highlight All  Match Case  Whole Words X

TR e e [J] S

Figure 31: Save .p12 File

The Open Dialog will display.
Select Save File. Will be selected by default
Open Dialog Box will close and Successful CSOS Certificate will display.

N csos centicas Retier [

a vl Y et e s

Gt dppancgm T o=
ot Lo tuecessful CS0S Certificate

retrieval

You have successtully retnaved your 506 Cemficats, This certhcate can bs wsed to
=4 seourely identify yoursstf within the C305 program. Fleass nobes that this dgical

={ rortficate has been instafled on this computer and may not be retnageedladivated
agan,

&3 This Certificate §s for use only by the dedivideal subscoriber who |s eneolled |n the
C50% program aul mamed in the certificate. Any cthor indnodwal reguirmg the abity
to sign electronic brdars for controlled sulstarces must ansoll n the CSOS dragram o
regquest hisfher own CS05 Cartficates)

Fatuin o main page | [ Rewseve aeomer C50S Cantiate |

Figure 32: Successful Retrieval
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3.1.4.3 Load Certificate into the Certificate Store
Note that installing a certificate into the computer’s Certificate Store will depend on the requirements
of the Distributor. This is only to be completed with direction from the Distributor.

After Downloading the certificate to the Downloads Directory, the certificate may be loaded into the
user’s certificate store. Some distributers require this; check with your distributer.

1. To start the loading of the certificate, double click the downloaded certificate xxxx.p12 file

to start the Wizard.

e S '
) v G| | Search Downloads 2

¥ Favorites 12 Name Date modified Type Size
Bl Desktop 4 old
8 Downloads |3 CS0SCert-)-Smith.p12 8/7/2023 9:54 AM

‘. Recent places

8/7/2023 9:56 AM File folder
Personal Informati... 6 KB

Bl Desktop
B csaunders
"M This PC
i Deskiop
F| Documents
4 Downloads
M Music
=] Pictures
B Videos
i System (C:)
ca WinApps (D:)
ca Backup (E)
&Li DVD Drive (F)
4 Libraries
G Network
B8 Control Panel
& Recycle Bin <l
2items  1item selected 5.45KB

Figure 33: Downloaded Certificate
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2. The “Certificate Import Wizard” will open. Select “Current User.”

-

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A cerfificate, which is ssued by a cerfificati tharity, & a confirmation of your idenlity
to

Figure 34: Certificate Import Wizard
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3. The .p12 file will be listed in the “File Name” field. Click “Next.”

File to Import
Spedfy the file you want toimpart.

Ele name:

|c:mwsln+noutadstsosou-t-3mm | [ Browse... |

Note: Mare than one certificate can be stored in a single file in the folowing formats:
Personal Information Exchange- PKCS 12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,F78)
Miorosoft Senakzed Certificate Store [55T)

Figure 35: Specify File

Enter the password of the .p12 file.
Select “Mark this key as exportable....”
Select “Include all extended properties”
Click “Next.”

N o e

Private key protection
To mantan security, the private key was protected with & password.
Typee the password for the private key.

Bassword:

[7] Displsy Password

Impart eplions:

+| Enable strong private key protechon. You wil be prompted every time the
private key 5 used by an spplication if you ensble this option.

[ Indude all extended properes.

[ Hec | [ Conce |

Figure 36: Import Options

8. Select “Except the default “Automatic...”

9. Click “Next.”
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Certificate Store
Certficate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
thie certificate.

(®) Ay romatically select the certificate store based on the type of certificate;
() Place al certificates in the folowing store

Certihcate store:

| Browse... |

Figure 37: Select Certificate Store

Completing the Certificate Import Wizard

10. Click “Finish”.

The certificate wil be imported after you dick Fnish.

You have specified the following settings:
ST automatically determined by the wizard
Content PFX

Fie MHame

<| n [ 1]

[(Boish ] [ Cancel |

Figure 38: Finish Wizard
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11. At this point, a security level and password will need to be set. These will be required
whenever the certificate is accessed. Select “Set Security Level.”

Importing a new private exchange key -

An soplcation is creating 8 Protected item

CryploAP| Private Hay

seayeistonn [

[ Comcet | [ Detass.

Figure 39: Import New Private Exchange Key

12. Enter a new password. The computers password rules will apply. It can be the same as the
.p12 file if it complies with the computers rules.
13. Click “Finish.”

Creete a Password =1

[ Croaie a password to probect this #em

Craate & new password for this fiem
Password for CryptoAP] Private Key

Password (sensssssnnsnsnns |

Corfrm [senenennnnsnranss]

Einish Cancel

Figure 40: Create a Password

14. Save the .p12 file to a storage device. The Certificate Import Wizard can be performed
multiple times.

m—-----— Imrﬂ\"lz.llti--

0 The import was successful.

el

Figure 41: Import Successful

15. To verify the certificate was imported, open “Microsoft Edge” browser.
16. Select Settings from the Edge sprocket menu.

17. Select Privacy from the options in the sidebar.

18. Scroll down and select Manage certificates.
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Security

Manage security settings for Microsoft Edge

Manage certificates

Manage HTTPS/SSL certificates and settings

Microsoft Defender SmartScreen

Help protect me from malicious sites and downloads with Microsoft Defender SmartScreen

Block potentially unwanted apps

Blocks downloads of low-reputation apps that might cause unexpected behaviors

Website typo protection @

Warn me if | have mistyped a site address and may be directed to  potentially malicious site.

Turn on site safety services to get more info about the sites you visit

Get more site info when you select the lock icon in the address bar by allowing Microsoft Edge to query Microsoft Bing

Use secure DNS to specify how to lookup the network address for websites

By default, Microsoft Edge uses your current service provider. Alternate DNS providers may cause some sites to not be reachable.

Figure 42: Edge Settings
19. Find the user’s name under “Issued to.”

| Centificates

Intended purpose: <Al>
Persondl  Other People 4 - -

LJoea Entrust Managed Ser...  8/28/2021  Card Authentia...
Laoea Entrust Managed Ser...  10/1/2021  Card Authentca...
CalOrectory.deaecom... Drectory.desecom.gov  /31/2023  <None>

Certificate ntended purposes
Chent Authentication
Yew

Figure 43: Installed Certificates
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3.2 Certificate Denial

A certificate is no longer valid if the certificate has not been downloaded, installed, and activated
after 60 days.
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4.1 My Information Tab

4.1.1 Current DEA Registrations

August 26, 2025

A registrant must first create a primary Registrant account (approved by the CSOS RA Team) before

any other accounts may be created.

All DEA number currently associated with your account will be displayed in the Current DEA
Registrations tab. Note that the Current DEA Registrations tab will display an Empty message if:

Either no active certificate data was pulled from the legacy CSOS database
No request was made
No request was approved

Current DEA Registrations ~ Status of Requests

DEA Registration Number  Serial Number

Create Request

Role Status Provision Date  Expiration  Business Name Business Address

Date

Organization Address

Power ACTIVE
of
Attorney

(POA)

Figure 44: Current DEA Registrations

DEA Registration Number: the DEA registration number assigned to the listed role
Serial Number: the unique identifier for the CSOS certificate

Role: the role of the listed subscriber

Provision Date: the date on which the certificate request was approved
Expiration Date: the date on which the certificate will expire

Business Name: the name of the business associated with the subscriber

Business Address:

the name of the address from which the named business operates

Organization Address: if different from the business address, the address from which the

parent chain company operates
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4.1.2 Renew

Perform the following the steps to renew a certificate

CSOS Certificates Status of Requests Create Request

Step 1 - Select Request Type

Comments :

Step 2 - Select DEA Registration Number

You do not have any DEA registration number expiring in next 45 days.
Step 3 - Validate, Save, and Submit

Status: NEW

* fields are required.

Figure 45: Renew

1. Select Renew from the Request Type menu.
2. Add any addition comments relevant to the created request in the Comments field.
3. Selectall DEA numbers to be renewed.
a. Note that more than one DEA number may selected, allowing multiple numbers to
be renewed in bulk.
4. Click the Validate and Save button to validate the added DEA number(s).
a. Ifthe DEA Number does not pass validation, this will be reported. Consult the
Validation Troubleshooting table (section 4.1.4) to resolve the issue.
5. Click the Submit button.
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4.1.3 Revoke

Perform the following steps to revoke a certificate:

CSOS Certificates Status of Requests Create Request

Step 1 - Select Request Type

Request Type *: | Revoke N : ]

Justification *: -l e

You do not have any active DEA registrations

* fields are required

Figure 46: Create Registrant Enrollment Request

1. Select Revoke from the Request Type menu.
2. Select ajustification for the revocation from the Justification menu.
a. Affiliation Change: the subscriber is no longer with the organization
CA Compromise: your registered Certificate Authority has become compromised
Cessation of Operation: your organization has gone out of business
Key Compromise: your certificate key has been compromised
Superseded: the user has been replaced by another user

me a0 T

Other: any other reason. Note you will be required to provide the reason in a
Comment field if Other is selected
3. Add any addition comments relevant to the created request in the Comments field.
4. Select all DEA numbers to be revoked.
5. Click the Validate and Save button to validate the added DEA number(s).
a. Ifthe DEA Number does not pass validation, this will be reported. Consult the
Validation Troubleshooting table (section 4.1.4) to resolve the issue.
6. Click the Submit button.
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4.1.4 Validation Troubleshooting

The following table shows the possible errors you might receive when validating a DEA Number,
and the correct methods to resolve them.

Choose an active, unexpired DEA number.
OR

Renew the expired DEA number through the DEA Registration
application

(https://apps.deadiversion.usdoj.gov/webforms2 /spring/renewall.o
gin)

DEA number has
expired

DEA number has retired Choose an active, unretired DEA number.

This role is already Only one principal coordinator and one alternate coordinator. Please
taken. select either the registrant or POA role.

Please enroll register  Enroll as the primary registrant. Note that this may only be approved
REGISTRANT user first. by a government RA.

Contact your primary
Registrant to create
their profiles.

The First Registrant role is missing. Ask your primary registrant to
create his or her profile.

Cannot apply for this
role because
REGISRANT/PRINCIPAL
COORDINATOR is taken

Select another role other than the one previously selected

Cannot apply for this
role because
REGISRANT/ALTERNAT Select another role other than the one previously selected
E COORDINATOR is
taken

Cannot apply for this
role because PRINCIPAL Select another role other than the one previously selected
COORDINATOR is taken

Cannot apply for this
role because
ALTERNATE

COORDINATOR is taken

Select another role other than the one previously selected

User already has a role

for this DEA number Select another role other than the one previously selected

following roles to be e PRINCIPAL COORDINATOR, NO SIGNING CERTIFICATE
created or migrf':lted to e REGISRANT/ PRINCIPAL COORDINATOR
our system first. e PRINCIPAL COORDINATOR WITH SIGNING CERTIFICATE
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A request for this role is
in review
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4.2 Registrants and Coordinators Tab

Once requests are made by the subscriber, the RA or RA-approved registrant will receive an email
to confirm that a request was created. You will have to review, approve, or reject the request.

You may only see the DEA numbers in this tab to which you are registered as an active Registrant or
Principal Coordinator.

Click the Review/Approve/Reject link. CSOS will open the Request Approval Form (see next
page).

4.2.1 Member Approvals

Member Approvals Member Revocations Status of Requests
Action Review/App /Reject q Id q Type Role Beneficiary Information Updated Date  Requestor Email
Link
COLLAPSE~ Review/Approve/Reject ENROLL Principal Coordinator - Apr 26, 2023

without Signing Cert

DEA Registration Numbers:

Figure 47: Member Approvals Tab

e Action: you may select Collapse or Expand the record’s menu to collapse or expand the
record

e Review/Approve/Reject Link: click this link to open the Approve/Reject Approval Form
(see next page)

o Request ID: the unique ID number assigned to the request

e Request Type: the type of request pending approval currently listed

e Role: the role of the listed subscriber

e Subscriber Information: the subscriber who made the request

o Updated Date: the date on which the request was last updated

e Requestor Email: the email of the individual who made the request
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1. Enter any comments pertinent to the request,
a. Ifyou wish to approve the request, click the Approve Request button.
b. If you wish to reject the request, click the Reject Request button.
2. Once you click the Approve or Reject buttons, the record will be removed from the Member
Approvals tab.

Request Approval Form

The following user has requested a certificate for the below DEA registration(s).

Request Date:
04-26-2023

Requester First Name:
JOHN

Requester Last Name:
SMITH

Requester Email:

Requested Certificate:
Registrant

Registration Number|s):

Requester Comments:

Approver Comments:

Comments:

Approved

Raject Request Approve Request

Figure 48: Request Approval Form
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4.2.2 Member Revocations

This tool is used to revoke a subscriber’s certificate. To perform this task, you must either be a
CSOS-approved Registrant or a Coordinator.

Member Approvals Member Revocations Status of Requests
Request Type *:  Revoke M : )
Justification * : | Affiliation Change Y (i)
Search User Certificates
First Name: - Last Name:
Email: - DEA Registration Number:
Serial Number:
Revoke List
DEA Registration Number Role First Name Last Name Email
O Principal Coordinator - without Signing Cert
susmT @
* fields are required

Figure 49: Member Revocations Tab

1. Select the justification for the revocation from the following:

a.

me a0 T

Affiliation Change: the subscriber is no longer with the organization

CA Compromise: your registered Certificate Authority has become compromised
Cessation of Operation: your organization has gone out of business

Key Compromise: your certificate key has been compromised

Superseded: the user has been replaced by another user

Other: any other reason. Note you will be required to provide the reason in a
Comment field if Other is selected

2. Search for a user’s certificate. The more fields that are filled, the fewer results will be

returned. At least one field must be filled with valid data to return a result.

First Name: the subscriber’s first name

Last Name: the subscriber’s last name

Email: the subscriber’s email address

DEA Registration Number: the subscriber’s DEA number

Serial Number: the serial number associated with the subscriber’s record

As a general rule:

if you want a location, enter a DEA Number,
If you want a certificate, enter a first name, last name, or serial number.

3. Check the checkboxes for any records you wish to be revoked.
4. Click the Submit button.
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The status of any request made is available in the Status of Requests

Member Approvals Member Revocations

Status of Requests

Action Requestld Request Type Role

Principal Coordinator
- without Signing Cert

COLLAPSEv ENROLL

DEA Registration Numbers:

C ficiary

Updated Date  Requestor Email

CERTIFICATE Approved Apr 26,2023
GENERATION IN
PROCESS

Figure 50: Status of Requests

e Action: you may select Collapse or Expand from the record’s menu to collapse or expand

the record

o Request ID: the unique ID number assigned to the request

e Request Type: the type of request pending approval currently listed
e Role: the role of the listed subscriber
e Status: the current status of the request

e Comments: comments made by the approving authority

o Beneficiary Information: the name of the listed beneficiary
o Updated Date: the date on which the request was last updated
¢ Requestor Email: the email of the individual who made the request

4.2.4 Password Reset

Note: this section is provided so that Helpdesk personnel may guide subscribers in resetting their

passwords, if necessary.

To reset your password:

1. Atthe Login screen click the Sign in button.

Login

Instructions: Select a login method to continue

Having trouble logging in? Contact CSOS Service Desk at 1-877-DEA-ECOM (1-877-332-3266 ) or
csossupport@deaecom.gov for assistance.

SIGN UP

Figure 51: Login
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2. Click the Forgot password? Link.

DEA External Applications Sign In

Username

| Remember me

Need help signing_in?

Forgot password?

Help

Figure 52: Username

3. Enter your email address or username, and click the Reset via Email button.

. 3
i
’

Reset Password

Email or Username

Back to sign in

Figure 53: Reset Password

You will receive emails from Okta informing you that your password request has been sent. It will
include a link to continue the process.
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Email sent!

Email has been sent to
with
instructions on resetting your password.

Back to sign in

Figure 54: Email Sent

4. Click the link in the email to continue.

Drug Enforcement Administration Password Reset by
Administrator

Hi

Your Drug Enforcement Administration password has been reset by your system
administrator, CSOS Support.

Click this link to reset the password for your username, a
Reset Password
This link expires in 5 hours.

If you experience difficulties accessing your account, send a help request to your
administrator:

Go to your Drug Enforcement Administration page. Then click the Request help link.

Figure 55: Reset Requested
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5. Answer the challenge question that you previously established to verify your identity.

i,
%
5
o /3
R4
vt

Answer Forgotten Password Challenge

[ ] Show

Reset Password

Back to sign in

Figure 56: Challenge Question

6. Enter your new password in the fields provided. Optionally, you may check the box to sign
yourself out of all other devices.
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Reset your Okta password

Password requirements:

¢ At least 10 characters

e A lowercase letter

e An uppercase letter

e A number

¢ No parts of your username

e Your password cannot be any of your last
10 passwords

New password

| I

Repeat password

| |

(] sign me out of all other devices.

Reset Password

Figure 57: Reset Password
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You will receive emails from Okta informing you that your password request has been
received, and a second one once the password has been changed.

Drug Enforcement Administration Password Reset by
Administrator

Hi

Your Drug Enforcement Administration password has been reset by your system
administrator, CSOS Support.

Click this link to reset the password for your username, = -
Reset Password
This link expires in 5 hours.

If you experience difficullies accessing your account, send a help request to your
administrator:

Go to your Drug Enforcement Administration page. Then click the Request help link.

Figure 58: Password Reset
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5.0 Certificate Management

5.1 Certificate Renewal

Certificate Renewal is the process of DEA issuing a new certificate to a subscriber. The subscriber
will be issued new activation codes and must retrieve the new certificate via DEA’s secure
certificate retrieval Web site.

All CSOS digital certificates have an expiration date after which the certificate will no longer be
valid for electronic ordering or digitally signing communications.

e (CSOS Signing Certificates expire when the associated DEA Registration expires.
Signing Certificates must be renewed in addition to the DEA Registration.

CSOS sends an E-mail notifying the Subscriber and the Subscriber’s CSOS Coordinator 45 days prior
to the expiration date of the Subscriber’s CSOS certificate. The Subscriber or
Registrant/Coordinator is responsible for renewing the certificate and is provided Certificate
renewal instructions with the E-mail notice. Failure to renew a CSOS Signing Certificate will result
in an inability to sign electronic orders for controlled substances.

There are two types of renewal methods for CSOS Certificates.

e Electronic renewal may be used twice - After initial enrollment to login.gov, subscribers
may complete renewal electronically no more than two (2) times.

o Initial enrollment must be used the third time - Subscribers are required to reestablish
identity using the initial registration process (login.gov).
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Certificate Revocation

Certificate revocation results in the loss of ability of the digital certificate holder to use the
certificate for electronic ordering purposes by placing the certificate information onto a “Certificate
Revocation List,” or CRL. Suppliers are required to check each digitally signed order to ensure that
the certificate associated with the digital signature has not expired or been revoked. Revoked
certificates appear on a CRL within 24 hours of acknowledgement by DEA Diversion E-Commerce
Support, or within six (6) hours of if the revocation reason is due to known or suspected
compromise of the private key.

5.2.1 Revocation Reasons

A Subscriber’s certificate may/will be revoked under the following circumstances:

The subscriber (certificate holder) no longer orders controlled substances and/or is no
longer employed by the organization associated with the Certificate’s DEA Registration
number

Subscriber information contained in the certificate has changed including legal name
changes and E-mail address changes

DEA Registration (as indicated on the paper DEA Registration Certificate, Form DEA-223)
information has changed including DEA Registration name, number, address, or authorized
ordering schedules are reduced

DEA posts notice that certificate holder’s DEA Registration has been revoked, suspended or
restricted, that the Registration information has changed, or that the Registration has been
terminated

It can be demonstrated that the Subscriber has violated the stipulations of the Subscriber
Agreement

The private key is lost, compromise is suspected, or cannot be accessed for any reason (the
private key used when digitally signing a document is activated by a password or token
under the Subscriber’s sole control, so it is important not to divulge this information to
anyone, even your Registrant or CSOS Coordinator)

The Subscriber, the DEA Registrant under whose Registration a certificate holder obtained a
certificate, or CSOS Coordinator requests that the affiliated Subscriber certificate be
revoked

Official policy regarding Certificate revocations may be found in the E-Commerce Certificate Policy
available on https://www.deaecom.gov/.
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5.2.2 Procedure for Revocation Requests

The DEA E-Commerce Web site (htts://www.deaecom.gov) contains the portal used to revoke
active certificates (see 4.1.3 and 4.2.2). Registrants and Coordinators have the ability complete
certificate revocations.

Assistance is available from the CSOS Helpdesk by telephone: 1-877-DEA-ECOM (1-877-332-3266).

In the event of suspected compromise, revoke the suspected certificate, and call the CSOS Helpdesk
to report the issue.
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5.3 Certificate Information

5.3.1 View/Open the certificate

A CSOS Certificate must be opened in order to view the data it contains about its owner and
associated information. View the DEA extension in the certificate

Each extension or Field in the certificate is shown in the left column of the Certificate’s details tab.
The Certificate’s associated value for that field is displayed in the Value column as well as the
bottom pane when a field is selected. The below table should be used to interpret the Field (“object
identifier”) number to a readable DEA extension name. This section of the Subscriber Manual
documents how to interpret and verify the data contained in a CSOS Certificate.

Table 1: Certificate Field Value Mapping to DEA Extension Name

Certificate Field Value
DEA Extension Name

(object identifier)

2.16.840.1.101.3.5.1 DEA Certificate Version Number
2.16.840.1.101.3.5.2 DEA Registrant Name
2.16.840.1.101.3.5.4 DEA Schedules
2.16.840.1.101.3.5.5 DEA Business Activity
2.16.840.1.101.3.5.6 DEA Registered Postal Address

2.16.840.1.101.3.5.7 Hashed DEA Registration Number (SHA-2)

5.3.2 DEA Certificate Version Number Information

The DEA Certificate Version Number Information extension allows relying party applications to
identify the DEA profile version being used by the particular certificate. This enables multiple
profile versions to be used at the same time without ambiguity.

The value of the extension is displayed as a hexadecimal value. The DEA Certificate Version Number
Information value is the last two characters (i.e. 00) of the extension value. The current value is
fixed at 0 to represent version 1 of the DEA certificate profile.
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B3|
"General Details ‘Certiﬁcaﬁmpahi

show: |<all> =]

Field Value B

w8 2.16.8490.1.101.3.5.1 020100

(3112.16.840.1.101.3.5.2 131447 4F4c 444542 20 4C ...
(3112.16.840.1.101.3.5.4 0302017
7)2.16.840.1.101.3.5.5 3003 130141
(3112.16.840.1,101.3.5.6 0c 9e 3139 36 30 20 5345 51...
(512.16.840.1,101.3.5.7 04 19ec 7996 b4 41042 78...

5| certificate Policies [1]Certificate Policy:Policy Ide...

Subject Alternative Name RFC822 Name=GL_PHARM@Y... j

02 01@_\

Indicates CS0OS3 Certificate
Profile Version 1.

EdtProperties... |  Copytorie... |
Learn more about certificate details

[

Figure 59: DEA Certificate Profile Version

In the above figure, the DEA certificate profile version extension value is 00, which is Version 1.
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5.3.3 DEA Registrant Name
The DEA Registrant Name extension is used to identify the DEA Registrant for which a CSOS Signing
Certificate is associated. Example: last name, first name middle initial (Doe, John A) or business name

(Acme, Inc.).

Highlight section 2.16.840.1.101.3.5.2 to view the associated Registrant Name, as displayed below

in Figure 3.

‘General Detais | Certification Path |

Show: |{hﬂ> j
(311/2.16.840.1.101.3.5.1 020100
840.1.101.3.5.2 131447 4F4c 4445492 20 4c ...
2.16.840.1.101.3.5.4 030201 7e
2.16.840.1.101.3.5.5 3003130141
2.16.840.1.101.3.5.6 Oc4e 31393630 20534551...
2.15.840,1.101.3.5.7 0414ec 729604410422 78...
Certificate Policies [1]Certificate Policy:Policy Ide...

| Subject Alternative Name RFCB22 Name=GL_PHARM®Y... Li

13 14 47 4f 4c 44 45 de hdain Strest
20 4c 49 46 45 20 S50 48 Pharrmacy #1

DEA Registrant Marne as it
Appears on the
associated DEA Registration Certificate
{Form DEA-223)

Edit Properties... | Copy to File... I
Learn more about cerbficate defails

= ]

Figure 60: DEA Registration Name
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5.3.4 DEA Schedules

The DEA Schedules extension reflects the controlled substance schedules the certificate owner is

authorized to prescribe or dispense.

Certificate e x|

‘General Details | certification Path |

Show: |<All> ZI
Fiel [Valoe =l
(| public key RSA (2048 Bits)
(31)2.16.840.1.101.3.5.1 020100
$3)2.16.840.1.101.3.5.2 1314474f4c 444549 20 4c ...
3:2.16.840.1.101.3.5.4 030201 7e _I
() 2.16.840.1.101.3.5.5 3003 130141
@2.16.840.1.101.3.5.6 Oc4e 3139 36 30 20 53 45 51...
@2.16.840.1.101.3.5.7 04 14ec 79 96 b4 4104 ea 78...
1] Certificate Polides [1]Certificate Policy:Policy Ide... |
030201?e\ So g0
Hexadecimal representation of valid DEA
Schedules. 7e corresponds to the
Authorization for ordering Schedule |-V
Controlled substances

Edit Properties... |  CopytoFie... |
Learn more about certificate details

B

Figure 61: DEA Schedule Extension

In the above figure, the DEA schedule extension value is 7E. ‘7E’ represents a hexadecimal number
(Base-16 rather than the standard base-10 counting system). When translated to binary (Base-2),
the allowable ordering schedules can be determined. Since the majority of CSOS Signing
Certificates are issued for schedules II-V (2, 2N, 3, 3N, 4, and 5), this translation will not be
necessary if your Certificate’s associated DEA Registration number is authorized for these

schedules.
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5.3.5 Convert a Hexadecimal to Binary

Use the last two characters of the Certificate Extension Value as shown in Figure 4. Using each of
the two characters separately, the following conversion table allows the associated binary value to
be determined.

Table 2: Hex to binary conversion table

“0000
0001
0010
0011
0100
0101
_0110
0111
“1000
_1001
1010
“1011
. PR
n1101
1110
1111

Using the above conversion table for an extension value of ‘7E”:

o Hexadecimal value of 7 translates to the binary 0111.
e Hexadecimal value E translates to binary 1110.
o Combining the two binary values results in 01111110.
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The resulting binary number (i.e. 01111110) can be used to determine the authorized ordering
Schedules. Each 0 or 1, called a ‘bit’, represents a DEA Schedule. Reading from left to right, each bit
has a position (position 0 through 7), which maps to a DEA Schedule as documented in Figure 6.

e A 0 bitindicates an unauthorized schedule.
e A1 bitindicates an authorized schedule.

The table below provides a mapping of allowable schedules to bits in the DEA schedule extension.

Table 3: Controlled Substance Schedule Bit

Schedule II Narcotic

3 Schedule III Narcotic 3

5 Schedule IV 4

7 Unused N/A

The table below displays sample schedule to bit to hex value mappings.

Table 4: DEA extension value conversion table

nnanaﬂmﬂ

2,2n,3,3n45 0 1

2n,3,3n,4,5 62

2n3n45
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5.3.6 DEA Business Activity

The DEA Business Activity extension identifies the business classification of the CSOS Subscriber’s
associated DEA Registration. The DEA Business Activity code must be consistent with the associated
DEA Registration Certificate (Form DEA-223).

‘General Detaiis | Certification Path |

Show: |<nll> =l
Field | value =]
[=]Public key RSA (2048 Bits)
3 2.16.840.1,101.3.5.1 020100
@2.16.840‘1.101.3‘5.2 131447 4f4c 444542 204c...
@2.16.840‘1.101.3‘5.4 0302017 J
.840.1,101.3.5.5 3003130141
@2.16.840‘1.101.3‘5.6 Oc42 313936 3020534551,
2.].6.840‘1.101.3‘5.7 04 14ec79 96 b4 4104 ea 78...
Cerﬁﬁabe Polides [1]Certificate Policy:Policy Ide... j
30 03 13 01 41 0. [a]

Business Activity Code: In this
example, the associated DEA
Registration is a Pharmacy

Edit Properties. .. | Copy to File... |

Learn more about certificate details

s

Figure 62: DEA Business Activity Code

Table 5: DEA Business Activity Codes for CSOS

Business Activity -

Pharmacy
Hospital /Clinic
Practitioner
Teaching Institution
Manufacturer
Distributor
Researcher
Analytical Lab

Exporter

2/l = o =i\ o o = =

Mid-Level Practitioner
Narcotic Treatment Programs

Maintenance N

58 | Controlled Substance Ordering System, DEA Sensitive



Subscriber Manual, Version 3.2 I August 26, 2025

Business Activity

Maintenance & Detoxification R

Compounder/Detoxification T
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5.3.7 DEA Postal Address

The DEA postal address Certificate extension identifies associated DEA Registration’s postal address

as it is registered with DEA.

Gereral DEQS'Cerﬁ.ﬁéﬁmPahl._' e

Show: |<Al> Ele
Jesgs ||fa|ue"." |ﬂ
[=]Public key RSA (2048 Bits)
. |&]z 188401 1003.5.1 020100
| &z 16.840.1.101.3.5.2 131447 4404445 42 20 4c ...
|2 158401 101.3.5.4 0302017 :
- |GE]2.15.840.1.101.3.5.5 3003 130141 pi
2 .1,101.3.5.6
(52.16.840.1.101.3.5.7 04 14ec 79 96 b4 4104 €a 78... :
- Certiﬁmte Polides [1]Certificate Policy:Policy Ide... j 2
Eeaieang [ auws 4
|56 45 20 23 20 35 24 24 eetifiAny To
4f 57 4= 45 44 20 42 59 wiAS22033 3 Fost b
Address as registered with /' i
DEA and indicated on DEA i
Registration Certificate (Form =
DEA-223y [ 7 T
: rorcrropertes... | Copytorie.. |
Learnmore about certficate detals s

Figure 63: DEA Registered Postal Address Extension

The resulting extension value takes the format of: Address 1$Address 2$Address 3$City$State$Zip
Code as documented in the table below.

Table 6: DEA Postal Address Example Values

CSA Database Field CSA Database value

Address 1 Dept 1
Address 2 123 Main Street
Address 3 PO Box 45678
City Home Town
State MD
Zip Code 12345-6789
Extension Value Dept 1$123 Main Street$PO Box 45678$Home
Town$MD$12345-6789
 eawer
Address 1 123 Main Street
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CSA Database Field CSA Database value

Address 2
Address 3
City Home Town
State MD
Zip Code 12345-6789
Extension Value 123 Main Street $$$Home Town$MD$12345-6789

5.3.8 DEA Registration Number

For privacy reasons, a CSOS Signing Certificate’s associated DEA Registration number does not
appear in clear text in the Certificate. The DEA Registration number, along with the Certificate
Serial Number, are hashed together and included in the Certificate Field 2.16.840.1.101.3.5.7. Using
a hash (an irreversible encoding), the DEA Registration number may be verified only if it is already
known. Since the purchaser’s DEA Registration number is included in all CSOS transactions, the
supplier may use the given Registration Number from the order along with the Certificate’s Serial
Number to determine the validity of the DEA Registration Number in the Certificate used to
digitally sign the order.

x| Certificate i % o x|
General Detaiks | Certfication Path | General Detais | certification Path |
Show: |<All> = Show: |<all> =l
Field | value [=] | value [la]
[=] Public key RSA (2048 Bits) sha256RSA
l5]2.16.840.1.101.3.5.1 020100 sha2ss
{216,840, 1.101.3.5.2 131447 4f4c 44 4542 20 4c ... CS0S CA, €505, E-Commerce. ..
{216,840, 1.101.3.5.4 0302017 J Monday, September 17, 2012...
{5]2.16.840.1,101.3.5.5 3003130141 Monday, September 30, 2013 ...
16.840.1.101.3.5.6 Oc 4e 3139 36 30 20 5345 51...
840,1.10 7 04 14 ec 79 96 b4 41 04 ea 78... RSA (2048 Bits)
@t:em‘ﬁme Policies [1]Certificate Policy:Policy Ide... - x| 020100 =
04 14 ec 79 96 b4 41 04 Loy h CN =Tohn Smith -
ea 78 d4 £8 a5 66 al 09 B SEURS P SERIALNUMBER [= M 11105201129 |
44 64 aa 6d 16 42 Dd.m.B OU =CA
OU = C505
\ Hash value of DEA Registration gﬁ :Edver:: g-:é;wd CS0S Cettificate
Mumber and C303 Certificate OU =DEA Serial Mumber
Serial Number OU = Department of Justice
O = U.S. Government =l
Edit Properties... | Copy to File... I Edit Properties... | Copy to File... ’
Learn more about certificate details Learn more about certificate details
Figure 64: Hashed DEA Registration Number Extension Figure 65: CSOS Certificate Serial Number
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Table 7: Hashed DEA Registration Number Value

SHA-2 Hash Value Using

DEA Registration Number AA1234567
CSOS Certificate Serial Number X010122006004
Concatenated DEA Registration
Number and CSOS Certificate Serial AA1234567X010122006004
Number

SHA-2 Hash value result using the
above concatenated numbers (th]s 1b3f544bd58e2145fd771048be40f5b0

is the value appearing in the d89abf2e39ac116313c8e3cc41c3fbb9
Certificate)

The table above provides an example for the inputs and output of the hash value placed in a CSOS
Signing Certificate. A Subscriber may verify a Certificate’s hash value using software such as a
hashing calculator utility. An invalid hash value will result in an error when a supplier attempts to
validate a purchase order. Please contact DEA Diversion E-Commerce Support if such an error
occurs.
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6.0 Certificate Security

The following Certificate Security section refers frequently to the Subscriber’s private key. The
private key is the component of the subscriber’s digital certificate used for digital signatures and
therefore is not accessed by anyone (including DEA and suppliers) other than the subscriber.

Passwords or security tokens used to activate the Subscriber private key must never be
shared. Methods for protecting the private key and the activation data to that key are discussed in
this Certificate Security section. All CSOS Subscribers (e.g., certificate holders) must provide secure
storage for their private key. The following sections outline some basic guidelines that help to
mitigate the likelihood of a private key compromise

Please note that the Code of Federal Regulations and DEA Diversion Control E-Commerce System
Certificate Policy govern the CSOS program. Additionally, the CSOS Subscriber Agreement and
Privacy Policy bind all CSOS subscribers. These documents are the official sources for policy
regarding the topics mentioned in this section.

6.1 Private keys must be kept private.

If someone other than the Subscriber (owner of the certificate) has access to the private key or
password, regulations require that the Subscriber immediately report the compromise (or
suspected compromise) to DEA Diversion E-Commerce Support so that the certificate can be
revoked. It may be possible for a new certificate to be issued.

6.2 Secure access to the private key.

Use strong passwords or multi-factor authentication to secure access to the private key. The
process of digitally signing an order will require the Subscriber to either input a password known
only to him or her, or to use a biometrically-activated token (proving that the Subscriber is the
private key owner). Passwords used to secure access to the private key must be strong enough so
that they cannot be guessed or easily “cracked.” Strong passwords include the following
characteristics:

e Atleast 8 characters

e Upper- and lower-case characters

e Numbers and/or special characters, such as the * or # in the middle of the password
e Names or words that cannot be found in the dictionary
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6.3 Enable the Workstation/PC Inactivity Timeout for 10 minutes.

Once the Subscriber private key has been activated to digitally sign orders, the key must not be left
unattended or otherwise available to unauthorized access. Windows PCs using a password-
protected screen saver that activates after 10 minutes of inactivity help prevent such unauthorized
access if you are away from your desk. Contact your network administrator or DEA Diversion E-
Commerce Support for information on this if you are using a Windows Personal Computer (PC).

6.4 Anti-Virus/Spyware Software

Using up-to-date anti-virus/spy ware software helps prevent Trojan horse programs and malicious
spy ware, which may “stealthily” install a keyboard logger capable of recording the password and
other private information entered into the system. This information can then be transmitted
without your knowledge to other parties.

6.5 Backing-up or Escrowing the Private Key

Private Key escrowing involves allowing a third party to maintain a copy of the private key (i.e. the
CSOS Certificate). The CSOS Certificate Policy explicitly prohibits escrowing or backing up of a
private key used for digital signatures.

6.6 Method of Deactivating Private Key

After use, the Subscriber must deactivate the key (e.g., via a manual logout procedure, or

automatically after a period of inactivity) so that someone following the Subscriber cannot sign
using the key. It is important to completely close (not minimize) the browser window if using a
Web-ordering environment to ensure that the activation information is not accessible to others.

6.7 CSOS Application and Auditing Information

DEA does not provide a CSOS software application to organizations for electronic ordering. DEA
provides digital certificates for use with approved CSOS enabled software applications.
Organizations must develop or purchase CSOS applications that have been audited to DEA
regulations by a third party (independent) auditor of the organization’s choosing to ensure that all
of the regulations governing the use the electronic orders have been met in the software
application. DEA Diversion Investigators may ask an organization to provide evidence of this audit
information at any time, and may internally audit an organization’s local enrollment (application)
processes to ensure that the processes are maintained as specified in the DEA Diversion Control E-
Commerce System Certificate Policy available at www.DEAecom.gov. If you have questions about
this auditing or the availability of commercial CSOS applications, please contact DEA Diversion E-
Commerce Support. For more information on Auditing, please see Section 7 of this Subscriber
Manual or the Code of Federal Regulations available on www.DEAecom.gov.
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7.0 CSOS Software Application Audit Requirements

Software applications purchased or developed internally for use with CSOS digital certificates for
the purposes of electronically ordering controlled substances must comply with the technical
requirements discussed in the 21 CFR, Parts 1305 and 1311. To ensure that the digital signature
system functions properly for both the supplier and purchaser, DEA requires that the organization
developing the CSOS application software have the application audited by an independent auditor
prior to use. If an audited application’s order signing or verification processes are modified, those
functions of the software application must again be audited to ensure that the application remains
in compliance with DEA regulations.

DEA does not require the auditor to submit a copy of the auditing results report to DEA, however
application providers must retain a copy of the audit report and submit it to DEA upon request for
review. Purchasers of commercial-off-the-shelf (COTS) CSOS applications should request that the
vendor provide evidence that the software has been audited and complies with DEA regulations.
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8.0 Contact Information

8.1 Support Center Contact Information
E-mail: CSOSsupport@DEAecom.gov

Phone: 1-877-DEA-ECOM
1-877-332-3266

Web: www.DEAecom.gov
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A.0 Glossary

Account The number automatically assigned by the Certificate Authority to each
Number
o Electronic signature file used to sign electronic orders for controlled
Certificate
substances.
Contact The communication medium used by the customer to submit a support request.
Method Contact methods are typically phone, voicemail, or email.
€505 The group responsible for customer support inquiries and requests
Helpdesk
CSOS Support This is the account made publicly available to CSOS subscribers to contact
Helpdesk support
Customer The general term used by the CSOS Helpdesk to describe any person requesting
support. Customers include CSOS subscribers as well as non-subscribers.
The customer’s registration identification number with the Drug Enforcement
DEA Number Agency that allows for prescription drug transactions. The DEA Number is
indicated on the customer’s Form 223, and its hashed value is located in each
digital certificate.
o A general term used by the Helpdesk to describe the business entity for which a
Organization . .
customer is associated
Power of Attorney. A CSOS Customer with order signing authority. See
POA o
Individual Class.
The Registrant Authority process for re-subscribing to CSOS to maintain a valid
Renewal o
certificate
Revocation  The disabling of a CSOS certificate.
Revocation  The process of submitting a request for the disabling of a CSOS certificate.
Request Revocation requests are approved by the First Registrant
Subscriber  Any individual registered with CSOS, and holding an active certificate
Account The number automatically assigned by the Certificate Authority to each
Number certificate owner
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B.0 Acronyms

Schedule I Controlled Substance

COTS Commercial-Off-the-Shelf

DEA Drug Enforcement Administration

MFA Multifactor Authentication

PDF Portable Document Format

PKI Public Key Infrastructure

RA Registration Authority

SSN Social Security Number
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C.0 Registrant Attestation

Per Title 21 CFR § 1311.10(a), I confirm that [ am the registrant, if an individual; a partner of the
registrant, if a partnership; or an officer of the registrant, if a corporation, corporate division,
association, trust or other entity.
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D.0 Registrant Agreement

I request approval to serve in the role of CSOS Registrant in accordance with the terms and
conditions set forth below. By creating this enrollment request, I agree to the terms of this CSOS
DEA Registrant Agreement, the CSOS PKI Subscriber Agreement, the DEA Diversion Control E-
Commerce PKI Certificate Policy (CP) and DEA Regulation - Title 21, Code of Federal Regulations
(1300 to the end).

D.1 Organization Contact for CSOS Registration Authority

[ agree to serve as the CSOS Registration Authority point of contact for CSOS Enrollment and CSOS
Certificate administration for the DEA Registration(s) identified.

D.2 Distribution of Authorization Codes

[ agree to receive from the CSOS Certificate Authority (CA) an authorization code via tamper-proof
envelope and secure email, which will be used to activate my digital certificate.

D.3 Certificate Revocation

[ agree to request revocation of CSOS Certificates issued with the DEA Registration(s) for which I
am responsible if the DEA Registration listed in the CSOS Certificate becomes invalid. The list of
events requiring revocation may be found on the CSOS website (www.deaecom.gov) and in DEA
Regulation - Title 21, Code of Federal Regulations (1300 to the end).
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E.O Subscriber Agreement

You must read this subscriber agreement before applying for, accepting, or using a DEA digital
certificate. If you do not agree to the terms of this subscriber agreement, a certificate will not be
issued in your name.

E.1 Terms of Agreement

E.1.1 Representations

THIS SUBSCRIBER AGREEMENT will become effective on the date I create an enrollment request
through the CSOS enrollment process.

By creating this enrollment request, [ understand that my use and reliance on the CSOS certificate
is subject to the terms and conditions set forth below. By SELECTING THE "ACCEPT" OPTION, I (a)
agree to be bound by the terms and conditions of this Agreement (Subscriber Agreement), the DEA
Diversion Control E-Commerce System Certificate Policy (CP), and the DEA Regulations specified
in Title 21, Code of Federal Regulations, (1300 to the end), and (b) represent and warrant to the
DEA that the information I provided during the application process is accurate, current, complete
and not misleading.

IF THIS AGREEMENT, WHICH INCLUDES THE CERTIFICATE POLICY, IS NOT ACCEPTABLE, THEN
THE "DECLINE" OPTION SHOULD BE SELECTED.

E.2 Subscriber Enrollment Procedures

The enrollment process is available through the CSOS website. Please refer to the CSOS
Subscriber Manual for a detailed description of Enrollment Procedures. Following
enrollment, you will agree to the following:

a) You will be sent a receipt of enrollment and approval status via email.

b) Upon approval, you will be mailed a one-time access code in a tamper-evident envelope.
This envelope must not have been opened prior to your receipt. You will receive a
password via your email account that you provided on the application form. Do not share
your access code or password with anyone.

c) Upon receipt of both the access code and password, please download your CSOS CA
certificates. You will find the instructions to obtain the certificates in the CSOS Subscriber
Manual.

E.3 Identification Information Attestation

When submitting identification information:
a) [agree that any information I submit is accurate, current, complete and not misleading.

b) IagreethatIwillimmediately inform the DEA if any information changes submitted during
the application process.
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E.4 Obligations

The DEA may revoke the Subscriber’s certificate(s) at any time upon failure to meet any of
the terms of this agreement. Subscriber obligations are detailed below.

E.4.1 Certificate Review

The DEA will notify you and your CSOS Coordinator when your certificate is ready for retrieval.
After downloading your certificate, you agree to review and verify the accuracy of the information
contained in your certificate, and to immediately notify the DEA of any inaccuracies.

E.4.2 Certificate Protection
All Subscribers are obligated to:

a) Protect the private signing key. A certificate holder must not share the private key
with any other individual.

b) Protect the password. A certificate holder must not share the password with any
other individual.

c) Request a certificate revocation using the CSOS Web Application in the event of a
suspected compromise of the private signing key, password, or event requiring key

revocation.
The list of events requiring revocation may be found on the CSOS website (www.deaecom.gov) and

in DEA Regulation - Title 21, Code of Federal Regulations (1300 to the end). Once a certificate is
revoked, you must request a new certificate.

E.5 Acceptable Use

CSOS Certificate usage is restricted to CSOS activities.

E.6 Subscriber Account Management

Once enrolled, you must update any personal information that changes in the CSOS Web
Application within 60 days of the change.

E.7 Certificate Expiration
The CSOS certificate shall expire upon the expiration of the DEA Registration.

E.8 Terms of Agreement

This Agreement constitutes a renewable contract whose duration aligns with the DEA Registration
expiration date. The contract may be terminated (i) by you at any time, or (ii) by the DEA at any
time with notice to the Subscriber.

E.8.1 General

You understand and agree that if any provision of this Agreement is declared by a court to be invalid,
illegal, or unenforceable, all other provisions shall remain in full force and effect.
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E.8.2 Availability

You understand that the Certificate Revocation Lists (CRL) are available 7 days a week, 24 hours
per day in accordance with the policies and processes described in the CP for certificate verification.
Note this is not a warranty of 100% availability. Availability may be affected by system
maintenance, system repair, or by factors outside the control of the CA.

E.8.3 Requests

Requests for the certificate issuance, renewal, and revocation shall be processed within the CSOS
application.

Assistance may be requested via phone to the CSOS Helpdesk at 1-877- DEA-ECOM (1-877-332-
3266) toll-free.

E.8.4 Dispute Resolution and Governing Law

This Agreement shall be governed by and construed in accordance with the laws of the United
States of America.

E.8.5 Extraordinary Events

The DEA will incur no liability, costs, damages or loss if circumstances beyond its control (such as,
but not limited to, fire, flood, delay in the U.S. mail or interference from an outside force) prevent
proper execution of any CSOS transactions.

E.8.6 Privacy Notification
See the DO]J Privacy Policy. (https://www.justice.gov/doj/privacy-policy)

E.8.7 Additional Resources
The following documents may be obtained by going to http://www.DEAdiversion.usdoj.gov/

e DEA Diversion Control E-Commerce System Certificate Policy (CP)

e DEA Regulations - Title 21, Code o
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